
 

Internal Use - Confidential 

CVEs Addressed Product 
Softwar
e/Firm
ware 

Affected 
Version 

Remediated 
Version 

Release 
Date 

(MM/DD/Y
YYY)  

Link 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Alienware 
Area 51m 

R2 
BIOS 

Versions 
prior to 
1.30.0 

Versions 
1.30.0 or 

later 
12/09/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Alienware 
Aurora R12 

BIOS 
Versions 
prior to 
1.1.28 

Versions 
1.1.28 or 

later 
12/10/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Alienware 
Aurora R13 

BIOS 
Versions 
prior to 
1.23.0 

Versions 
1.23.0 or 

later 
01/10/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Alienware 
Aurora R15 

BIOS 
Versions 
prior to 
1.18.0 

Versions 
1.18.0 or 

later 
01/09/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Alienware 
m15 R3 

BIOS 
Versions 
prior to 
1.30.0 

Versions 
1.30.0 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Alienware 
m15 R4 

BIOS 
Versions 
prior to 
1.26.0 

Versions 
1.26.0 or 

later 
12/05/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Alienware 
m15 R6 

BIOS 
Versions 
prior to 
1.34.0 

Versions 
1.34.0 or 

later 
12/10/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Alienware 
m15 R7 

BIOS 
Versions 
prior to 
1.30.0 

Versions 
1.30.0 or 

later 
01/15/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FY37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FY37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FY37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FY37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FY37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=86MCG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=86MCG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=86MCG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=86MCG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=86MCG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=77YH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=77YH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=77YH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=77YH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=77YH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FXXTY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FXXTY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FXXTY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FXXTY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FXXTY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5VY56
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5VY56
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5VY56
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5VY56
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5VY56
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WG5KH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WG5KH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WG5KH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WG5KH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WG5KH


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Alienware 
m16 R1 

BIOS 
Versions 
prior to 
1.24.0 

Versions 
1.24.0 or 

later 
01/13/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Alienware 
m16 R2 

BIOS 
Versions 
prior to 

1.9.0 

Versions 
1.9.0 or 

later 
01/09/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Alienware 
m17 R3 

BIOS 
Versions 
prior to 
1.30.0 

Versions 
1.30.0 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Alienware 
m17 R4 

BIOS 
Versions 
prior to 
1.26.0 

Versions 
1.26.0 or 

later 
12/05/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Alienware 
m18 R1 

BIOS 
Versions 
prior to 
1.24.0 

Versions 
1.24.0 or 

later 
01/13/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Alienware 
m18 R2 

BIOS 
Versions 
prior to 
1.11.0 

Versions 
1.11.0 or 

later 
01/15/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Alienware 
x14 

BIOS 
Versions 
prior to 
1.23.0 

Versions 
1.23.0 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Alienware 
x14 R2 

BIOS 
Versions 
prior to 
1.20.1 

Versions 
1.20.1 or 

later 
01/21/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F7N4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F7N4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F7N4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F7N4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F7N4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=42HJ4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=42HJ4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=42HJ4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=42HJ4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=42HJ4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XG55P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XG55P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XG55P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XG55P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XG55P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Alienware 
x15 R1 

BIOS 
Versions 
prior to 
1.25.0 

Versions 
1.25.0 or 

later 
12/10/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Alienware 
x15 R2 

BIOS 
Versions 
prior to 
1.24.0 

Versions 
1.24.0 or 

later 
01/13/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Alienware 
x16 R1 

BIOS 
Versions 
prior to 
1.20.1 

Versions 
1.20.1 or 

later 
01/21/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Alienware 
X16 R2 

BIOS 
Versions 
prior to 

1.9.0 

Versions 
1.9.0 or 

later 
01/15/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Alienware 
x17 R1 

BIOS 
Versions 
prior to 
1.25.0 

Versions 
1.25.0 or 

later 
12/10/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Alienware 
x17 R2 

BIOS 
Versions 
prior to 
1.24.0 

Versions 
1.24.0 or 

later 
01/13/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

AURORA 
R16 

BIOS 
Versions 
prior to 
2.14.0 

Versions 
2.14.0 or 

later 
01/10/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

ChengMing 
3900 

BIOS 
Versions 
prior to 
1.28.0 

Versions 
1.28.0 or 

later 
01/10/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWHN9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWHN9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWHN9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWHN9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWHN9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KTW6H
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KTW6H
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KTW6H
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KTW6H
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KTW6H
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KX3Y1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KX3Y1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KX3Y1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KX3Y1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KX3Y1


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

ChengMing 
3910/3911 

BIOS 
Versions 
prior to 
1.22.0 

Versions 
1.22.0 or 

later 
01/15/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

ChengMing 
3990 

BIOS 
Versions 
prior to 
1.31.1 

Versions 
1.31.1 or 

later 
02/19/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

ChengMing 
3991 

BIOS 
Versions 
prior to 
1.31.1 

Versions 
1.31.1 or 

later 
02/19/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Dell G15 
5510 

BIOS 
Versions 
prior to 
1.29.0 

Versions 
1.29.0 or 

later 
12/10/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Dell G15 
5511 

BIOS 
Versions 
prior to 
1.33.0 

Versions 
1.33.0 or 

later 
12/10/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Dell G15 
5520 

BIOS 
Versions 
prior to 
1.30.0 

Versions 
1.30.0 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Dell G15 
5530 

BIOS 
Versions 
prior to 
1.22.0 

Versions 
1.22.0 or 

later 
01/17/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Dell G16 
7620 

BIOS 
Versions 
prior to 
1.30.0 

Versions 
1.30.0 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T3Y28
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T3Y28
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T3Y28
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T3Y28
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T3Y28
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2RR23
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2RR23
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2RR23
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2RR23
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2RR23
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2Y5DP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2Y5DP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2Y5DP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2Y5DP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2Y5DP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N55NR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N55NR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N55NR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N55NR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N55NR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCKTG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCKTG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCKTG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCKTG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCKTG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N55NR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N55NR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N55NR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N55NR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N55NR
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CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Dell G16 
7630 

BIOS 
Versions 
prior to 
1.22.0 

Versions 
1.22.0 or 

later 
01/17/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Dell G5 
5000 

BIOS 
Versions 
prior to 
1.25.1 

Versions 
1.25.1 or 

later 
12/10/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Dell 
Precision 

3430 
Tower 

BIOS 
Versions 
prior to 
1.33.0 

Versions 
1.33.0 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

Dell 
Precision 

3431 
Tower 

BIOS 
Versions 
prior to 
1.31.0 

Versions 
1.31.0 or 

later 
12/13/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Dell 
Precision 

3630 
Tower 

BIOS 
Versions 
prior to 
2.31.0 

Versions 
2.31.0 or 

later 
12/10/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-28047, 
CVE-2025-2884, 
CVE-2024-28956 

Dell 
Precision 

5820 
Tower 

BIOS 
Versions 
prior to 
2.40.0 

Versions 
2.40.0 or 

later 
02/25/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-28047, 
CVE-2025-2884, 
CVE-2024-28956 

Dell 
Precision 

7820 
Tower 

BIOS 
Versions 
prior to 
2.44.0 

Versions 
2.44.0 or 

later 
02/25/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-28047, 
CVE-2025-2884, 
CVE-2024-28956 

Dell 
Precision 

7920 
Tower 

BIOS 
Versions 
prior to 
2.44.0 

Versions 
2.44.0 or 

later 
02/25/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCKTG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCKTG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCKTG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCKTG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCKTG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M7CPM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M7CPM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M7CPM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M7CPM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M7CPM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VK1HN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VK1HN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VK1HN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VK1HN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VK1HN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T86Y3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T86Y3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T86Y3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T86Y3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T86Y3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C7CR4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C7CR4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C7CR4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C7CR4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C7CR4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV7MG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV7MG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV7MG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV7MG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV7MG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2T76C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2T76C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2T76C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2T76C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2T76C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2T76C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2T76C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2T76C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2T76C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2T76C
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CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Dell Pro 
Rugged 13 
RA13250 

BIOS 
Versions 
prior to 

1.3.1 

Versions 
1.3.1 or 

later 
01/13/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Dell Pro 
Rugged 14 
RB14250 

BIOS 
Versions 
prior to 

1.3.1 

Versions 
1.3.1 or 

later 
01/13/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 13 
5310 

BIOS 
Versions 
prior to 
2.31.0 

Versions 
2.31.0 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 13 
5320 

BIOS 
Versions 
prior to 
1.23.0 

Versions 
1.23.0 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 13 
5330 

BIOS 
Versions 
prior to 
1.20.0 

Versions 
1.20.0 or 

later 
01/20/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 14 
5410/5418 

BIOS 
Versions 
prior to 
2.30.0 

Versions 
2.30.0 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 14 
5410 2-in-1 

BIOS 
Versions 
prior to 
2.30.0 

Versions 
2.30.0 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 14 
5420 

BIOS 
Versions 
prior to 
1.26.0 

Versions 
1.26.0 or 

later 
01/10/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YJ3P5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YJ3P5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YJ3P5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YJ3P5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YJ3P5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YJ3P5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YJ3P5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YJ3P5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YJ3P5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YJ3P5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8TY80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8TY80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8TY80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8TY80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8TY80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=39RT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=39RT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=39RT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=39RT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=39RT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=97R16
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=97R16
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=97R16
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=97R16
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=97R16
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1FJFK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1FJFK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1FJFK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1FJFK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1FJFK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6WM3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6WM3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6WM3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6WM3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6WM3
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CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 14 
5430 

BIOS 
Versions 
prior to 
1.19.0 

Versions 
1.19.0 or 

later 
01/09/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 14 
5440 

BIOS 
Versions 
prior to 
1.10.0 

Versions 
1.10.0 or 

later 
01/10/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 14 
7420 2-in-1 

BIOS 
Versions 
prior to 
1.25.0 

Versions 
1.25.0 or 

later 
01/15/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 14 
7430 2-in-1 

BIOS 
Versions 
prior to 
1.19.0 

Versions 
1.19.0 or 

later 
01/09/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 14 
7440 2-in-1 

BIOS 
Versions 
prior to 
1.10.0 

Versions 
1.10.0 or 

later 
01/10/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 14 
Plus 7420 

BIOS 
Versions 
prior to 
1.27.0 

Versions 
1.27.0 or 

later 
01/15/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 14 
Plus 7430 

BIOS 
Versions 
prior to 
1.19.0 

Versions 
1.19.0 or 

later 
01/13/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 14 
Plus 7440 

BIOS 
Versions 
prior to 
1.12.0 

Versions 
1.12.0 or 

later 
01/09/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 15 
3510 

BIOS 
Versions 
prior to 
1.24.1 

Versions 
1.24.1 or 

later 
02/18/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RC3T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RC3T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RC3T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RC3T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RC3T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1WCTJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1WCTJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1WCTJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1WCTJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1WCTJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RC3T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RC3T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RC3T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RC3T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RC3T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XV2NC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XV2NC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XV2NC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XV2NC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XV2NC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5JF4Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5JF4Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5JF4Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5JF4Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5JF4Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N9D44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N9D44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N9D44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N9D44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N9D44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PF0P2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PF0P2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PF0P2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PF0P2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PF0P2


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 15 
3511 

BIOS 
Versions 
prior to 
1.34.0 

Versions 
1.34.0 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 15 
3520 

BIOS 
Versions 
prior to 
1.30.0 

Versions 
1.30.0 or 

later 
01/17/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 15 
3521 

BIOS 
Versions 
prior to 
1.19.1 

Versions 
1.19.1 or 

later 
02/19/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 15 
3530 

BIOS 
Versions 
prior to 
1.17.1 

Versions 
1.17.1 or 

later 
02/17/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 15 
5510/5518 

BIOS 
Versions 
prior to 
2.30.0 

Versions 
2.30.0 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 15 
7510 

BIOS 
Versions 
prior to 
1.28.0 

Versions 
1.28.0 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 16 
5620 

BIOS 
Versions 
prior to 
1.26.0 

Versions 
1.26.0 or 

later 
01/10/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 16 
5630 

BIOS 
Versions 
prior to 
1.19.0 

Versions 
1.19.0 or 

later 
01/09/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T9DN3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T9DN3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T9DN3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T9DN3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T9DN3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWT3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWT3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWT3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWT3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWT3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WK11D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WK11D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WK11D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WK11D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WK11D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6663Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6663Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6663Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6663Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6663Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HN7GG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HN7GG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HN7GG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HN7GG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HN7GG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6WM3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6WM3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6WM3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6WM3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6WM3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
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CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 16 
5640 

BIOS 
Versions 
prior to 

1.9.0 

Versions 
1.9.0 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 16 
7610 

BIOS 
Versions 
prior to 
1.28.0 

Versions 
1.28.0 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 16 
7620 2-in-1 

BIOS 
Versions 
prior to 
1.25.0 

Versions 
1.25.0 or 

later 
01/15/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 16 
7630 2-in-1 

BIOS 
Versions 
prior to 
1.19.0 

Versions 
1.19.0 or 

later 
01/09/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 16 
7640 2-in-1 

BIOS 
Versions 
prior to 

1.9.0 

Versions 
1.9.0 or 

later 
01/09/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 16 
Plus 7620 

BIOS 
Versions 
prior to 
1.27.0 

Versions 
1.27.0 or 

later 
01/15/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 16 
Plus 7630 

BIOS 
Versions 
prior to 
1.19.0 

Versions 
1.19.0 or 

later 
01/13/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 16 
Plus 7640 

BIOS 
Versions 
prior to 
1.12.0 

Versions 
1.12.0 or 

later 
01/09/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=700J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=700J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=700J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=700J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=700J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HN7GG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HN7GG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HN7GG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HN7GG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HN7GG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1WCTJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1WCTJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1WCTJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1WCTJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1WCTJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=34DVP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=34DVP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=34DVP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=34DVP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=34DVP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XV2NC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XV2NC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XV2NC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XV2NC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XV2NC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5JF4Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5JF4Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5JF4Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5JF4Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5JF4Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N9D44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N9D44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N9D44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N9D44
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N9D44
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CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 24 
5420 All-in-

One 
BIOS 

Versions 
prior to 
1.16.1 

Versions 
1.16.1 or 

later 
01/12/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 24 
5430 All-in-

One 
BIOS 

Versions 
prior to 

1.9.0 

Versions 
1.9.0 or 

later 
01/08/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 27 
7720 All-in-

One 
BIOS 

Versions 
prior to 
1.16.1 

Versions 
1.16.1 or 

later 
01/12/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 27 
7730 All-in-

One 
BIOS 

Versions 
prior to 

1.9.0 

Versions 
1.9.0 or 

later 
01/08/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Inspiron 
3020 

Desktop 
BIOS 

Versions 
prior to 
1.22.0 

Versions 
1.22.0 or 

later 
01/15/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Inspiron 
3020 Small 

Desktop 
BIOS 

Versions 
prior to 
1.22.0 

Versions 
1.22.0 or 

later 
01/15/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Inspiron 
3030 

BIOS 
Versions 
prior to 
1.12.0 

Versions 
1.12.0 or 

later 
01/15/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Inspiron 
3030S 

BIOS 
Versions 
prior to 
1.12.0 

Versions 
1.12.0 or 

later 
01/15/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YY3DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YY3DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YY3DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YY3DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YY3DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8FFMP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8FFMP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8FFMP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8FFMP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8FFMP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YY3DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YY3DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YY3DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YY3DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YY3DV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8FFMP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8FFMP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8FFMP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8FFMP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8FFMP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6K9WW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6K9WW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6K9WW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6K9WW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6K9WW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6K9WW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6K9WW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6K9WW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6K9WW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6K9WW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=94F81
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=94F81
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=94F81
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=94F81
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=94F81
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=94F81
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=94F81
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=94F81
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=94F81
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=94F81
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CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 
3501 

BIOS 
Versions 
prior to 
1.34.0 

Versions 
1.34.0 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 
3502 

BIOS 
Versions 
prior to 
1.21.1 

Versions 
1.21.1 or 

later 
02/18/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 
3880 

BIOS 
Versions 
prior to 
1.31.1 

Versions 
1.31.1 or 

later 
02/19/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 
3881 

BIOS 
Versions 
prior to 
1.31.1 

Versions 
1.31.1 or 

later 
02/19/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 
3891 

BIOS 
Versions 
prior to 
1.31.0 

Versions 
1.31.0 or 

later 
02/07/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 
3910 

BIOS 
Versions 
prior to 
1.28.0 

Versions 
1.28.0 or 

later 
01/09/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 
5301 

BIOS 
Versions 
prior to 
1.36.1 

Versions 
1.36.1 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 
5400/5401 

BIOS 
Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TTHNC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TTHNC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TTHNC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TTHNC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=TTHNC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9F3P8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9F3P8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9F3P8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9F3P8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9F3P8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=75H05
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=75H05
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=75H05
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=75H05
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=75H05
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=81PRX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=81PRX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=81PRX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=81PRX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=81PRX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=59RVV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=59RVV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=59RVV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=59RVV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=59RVV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2CNX8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2CNX8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2CNX8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2CNX8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2CNX8
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CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 
5401 AIO 

BIOS 
Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 
5402 

BIOS 
Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 
5406 2-in-1 

BIOS 
Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
02/13/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 
5409 

BIOS 
Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 
5410 All-in-

One 
BIOS 

Versions 
prior to 
1.26.0 

Versions 
1.26.0 or 

later 
02/05/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 
5502 

BIOS 
Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 
5509 

BIOS 
Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 
7300 

BIOS 
Versions 
prior to 
1.36.1 

Versions 
1.36.1 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 
7306 2-in-1 

BIOS 
Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
02/13/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2CNX8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2CNX8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2CNX8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2CNX8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2CNX8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WFHH8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WFHH8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WFHH8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WFHH8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WFHH8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V83DD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V83DD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V83DD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V83DD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V83DD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RKVYV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RKVYV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RKVYV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RKVYV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RKVYV
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CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 
7400 

BIOS 
Versions 
prior to 
1.36.1 

Versions 
1.36.1 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 
7500 

BIOS 
Versions 
prior to 
1.31.1 

Versions 
1.31.1 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 
7501 

BIOS 
Versions 
prior to 
1.31.1 

Versions 
1.31.1 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 
7506 2-in-1 

BIOS 
Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 
7700 All-In-

One 
BIOS 

Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Inspiron 
7706 2-in-1 

BIOS 
Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
12/16/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Inspiron 
7710 All-in-

One 
BIOS 

Versions 
prior to 
1.26.0 

Versions 
1.26.0 or 

later 
02/05/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
3120 

BIOS 
Versions 
prior to 
1.31.1 

Versions 
1.31.1 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
3140 

BIOS 
Versions 
prior to 
1.21.1 

Versions 
1.21.1 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N69RM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N69RM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N69RM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N69RM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N69RM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N69RM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N69RM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N69RM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N69RM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N69RM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12PT8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12PT8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12PT8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12PT8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12PT8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2CNX8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2CNX8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2CNX8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2CNX8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2CNX8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=H4GYF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=H4GYF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=H4GYF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=H4GYF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=H4GYF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V83DD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V83DD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V83DD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V83DD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V83DD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0RK21
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0RK21
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0RK21
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0RK21
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0RK21
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR39V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR39V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR39V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR39V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR39V
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CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
3140 2in1 

BIOS 
Versions 
prior to 
1.21.1 

Versions 
1.21.1 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2023-43758, 
CVE-2024-29214, 
CVE-2024-30211, 
CVE-2024-38307, 
CVE-2023-34440, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
3190 

BIOS 
Versions 
prior to 
1.37.0 

Versions 
1.37.0 or 

later 
12/18/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2023-43758, 
CVE-2024-29214, 
CVE-2024-30211, 
CVE-2024-38307, 
CVE-2023-34440, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
3190 2-in-1 

BIOS 
Versions 
prior to 
1.37.0 

Versions 
1.37.0 or 

later 
12/18/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
3300 

BIOS 
Versions 
prior to 
1.31.0 

Versions 
1.31.0 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
3301 

BIOS 
Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
3310 

BIOS 
Versions 
prior to 
1.27.1 

Versions 
1.27.1 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
3310 2-In-1 

BIOS 
Versions 
prior to 
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR39V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR39V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR39V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR39V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DR39V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3M8VY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3M8VY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3M8VY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3M8VY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3M8VY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3M8VY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3M8VY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3M8VY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3M8VY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3M8VY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=06W9D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=06W9D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=06W9D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=06W9D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=06W9D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XK8D5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XK8D5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XK8D5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XK8D5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XK8D5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R9WGC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R9WGC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R9WGC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R9WGC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R9WGC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G9VRR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G9VRR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G9VRR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G9VRR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G9VRR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XJX5C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XJX5C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XJX5C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XJX5C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XJX5C
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0F44M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0F44M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0F44M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0F44M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0F44M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6FM7K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6FM7K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6FM7K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6FM7K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6FM7K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W7VHX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W7VHX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W7VHX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W7VHX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W7VHX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1DWWG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1DWWG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1DWWG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1DWWG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1DWWG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X2TGK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X2TGK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X2TGK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X2TGK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X2TGK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GHHWV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GHHWV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GHHWV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GHHWV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GHHWV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RPTK4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RPTK4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RPTK4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RPTK4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RPTK4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NVVFT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NVVFT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NVVFT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NVVFT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NVVFT
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WYDFR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WYDFR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WYDFR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WYDFR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WYDFR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1DWWG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1DWWG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1DWWG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1DWWG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1DWWG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X2TGK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X2TGK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X2TGK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X2TGK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X2TGK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GHHWV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GHHWV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GHHWV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GHHWV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GHHWV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RPTK4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RPTK4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RPTK4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RPTK4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RPTK4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NVVFT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NVVFT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NVVFT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NVVFT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NVVFT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WYDFR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WYDFR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WYDFR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WYDFR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WYDFR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JGCMF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JGCMF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JGCMF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JGCMF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JGCMF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K9NV2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K9NV2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K9NV2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K9NV2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K9NV2
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J00J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J00J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J00J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J00J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J00J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J00J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J00J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J00J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J00J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J00J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V4K9F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V4K9F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V4K9F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V4K9F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V4K9F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V4K9F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V4K9F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V4K9F
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CVE-2025-2884 

Latitude 
5540 

BIOS 
Versions 
prior to 
1.19.2 

Versions 
1.19.2 or 

later 
01/14/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
5550 

BIOS 
Versions 
prior to 
1.12.1 

Versions 
1.12.1 or 

later 
01/14/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
5580 

BIOS 
Versions 
prior to 
1.39.0 

Versions 
1.39.0 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
5590 

BIOS 
Versions 
prior to 
1.38.0 

Versions 
1.38.0 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
5591 

BIOS 
Versions 
prior to 
1.36.0 

Versions 
1.36.0 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7030 

Rugged 
Extreme 

BIOS 
Versions 
prior to 
1.13.3 

Versions 
1.13.3 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
7200 2-In-1 

BIOS 
Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
12/16/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
7210 2-in-1 

BIOS 
Versions 
prior to 
1.35.1 

Versions 
1.35.1 or 

later 
12/13/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7212 

Rugged 
Extreme 
Tablet 

BIOS 
Versions 
prior to 
1.53.0 

Versions 
1.53.0 or 

later 
02/12/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7MJ2P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7MJ2P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7MJ2P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7MJ2P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7MJ2P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C08RD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C08RD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C08RD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C08RD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C08RD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JYR9P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JYR9P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JYR9P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JYR9P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JYR9P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JGCMF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JGCMF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JGCMF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JGCMF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JGCMF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1TJ1G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1TJ1G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1TJ1G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1TJ1G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1TJ1G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X3VWT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X3VWT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X3VWT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X3VWT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X3VWT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2HM93
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2HM93
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2HM93
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2HM93
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2HM93
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F7R15
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F7R15
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F7R15
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F7R15
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F7R15
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7JC9X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7JC9X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7JC9X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7JC9X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7JC9X


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7220 

Rugged 
Extreme 

BIOS 
Versions 
prior to 
1.41.0 

Versions 
1.41.0 or 

later 
02/12/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7230 

Rugged 
Extreme 

BIOS 
Versions 
prior to 
1.22.2 

Versions 
1.22.2 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7280 

BIOS 
Versions 
prior to 
1.40.0 

Versions 
1.40.0 or 

later 
12/16/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7290 

BIOS 
Versions 
prior to 
1.41.0 

Versions 
1.41.0 or 

later 
12/16/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
7300 

BIOS 
Versions 
prior to 
1.36.0 

Versions 
1.36.0 or 

later 
12/13/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
7310 

BIOS 
Versions 
prior to 
1.35.0 

Versions 
1.35.0 or 

later 
12/13/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
7320 

BIOS 
Versions 
prior to 
1.39.0 

Versions 
1.39.0 or 

later 
12/18/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
7320 

Detachable 
BIOS 

Versions 
prior to 
1.36.0 

Versions 
1.36.0 or 

later 
12/16/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7330 

BIOS 
Versions 
prior to 
1.29.0 

Versions 
1.29.0 or 

later 
01/17/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YDN1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YDN1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YDN1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YDN1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YDN1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=44RRF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=44RRF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=44RRF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=44RRF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=44RRF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9XPM0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9XPM0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9XPM0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9XPM0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9XPM0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DKD50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DKD50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DKD50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DKD50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DKD50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=549G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=549G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=549G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=549G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=549G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0Y6HR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0Y6HR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0Y6HR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0Y6HR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0Y6HR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JJH3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JJH3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JJH3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JJH3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JJH3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2P5HP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2P5HP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2P5HP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2P5HP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2P5HP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M92T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M92T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M92T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M92T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M92T1


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
7330 

Rugged 
Laptop 

BIOS 
Versions 
prior to 
1.32.0 

Versions 
1.32.0 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7340 

BIOS 
Versions 
prior to 
1.20.2 

Versions 
1.20.2 or 

later 
01/13/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7350 

BIOS 
Versions 
prior to 
1.11.1 

Versions 
1.11.1 or 

later 
01/14/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7350 

Detachable 
BIOS 

Versions 
prior to 

1.9.1 

Versions 
1.9.1 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7380 

BIOS 
Versions 
prior to 
1.40.0 

Versions 
1.40.0 or 

later 
12/16/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7390 

BIOS 
Versions 
prior to 
1.41.0 

Versions 
1.41.0 or 

later 
12/16/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7390 2-IN-

1 
BIOS 

Versions 
prior to 
1.38.0 

Versions 
1.38.0 or 

later 
12/13/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
7400 

BIOS 
Versions 
prior to 
1.36.0 

Versions 
1.36.0 or 

later 
12/13/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
7400 2-In-1 

BIOS 
Versions 
prior to 
1.32.1 

Versions 
1.32.1 or 

later 
12/16/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MP3N6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MP3N6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MP3N6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MP3N6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MP3N6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64D1M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64D1M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64D1M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64D1M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64D1M
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F9GXN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F9GXN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F9GXN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F9GXN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F9GXN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=34TRJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=34TRJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=34TRJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=34TRJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=34TRJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9XPM0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9XPM0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9XPM0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9XPM0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9XPM0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DKD50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DKD50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DKD50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DKD50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DKD50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FF3HV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FF3HV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FF3HV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FF3HV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FF3HV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=549G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=549G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=549G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=549G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=549G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W29RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W29RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W29RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W29RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W29RF


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
7410 

BIOS 
Versions 
prior to 
1.35.0 

Versions 
1.35.0 or 

later 
12/13/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
7420 

BIOS 
Versions 
prior to 
1.39.0 

Versions 
1.39.0 or 

later 
12/18/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7424 

Rugged 
Extreme 

BIOS 
Versions 
prior to 
1.35.0 

Versions 
1.35.0 or 

later 
02/12/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7430 

BIOS 
Versions 
prior to 
1.29.0 

Versions 
1.29.0 or 

later 
01/17/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7440 

BIOS 
Versions 
prior to 
1.20.1 

Versions 
1.20.1 or 

later 
01/20/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7450 

BIOS 
Versions 
prior to 
1.11.1 

Versions 
1.11.1 or 

later 
01/21/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7480 

BIOS 
Versions 
prior to 
1.40.0 

Versions 
1.40.0 or 

later 
12/16/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7490 

BIOS 
Versions 
prior to 
1.41.0 

Versions 
1.41.0 or 

later 
12/16/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
7520 

BIOS 
Versions 
prior to 
1.39.0 

Versions 
1.39.0 or 

later 
12/18/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0Y6HR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0Y6HR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0Y6HR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0Y6HR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=0Y6HR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JJH3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JJH3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JJH3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JJH3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JJH3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=02FWF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=02FWF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=02FWF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=02FWF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=02FWF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M92T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M92T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M92T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M92T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M92T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1FK4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1FK4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1FK4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1FK4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1FK4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MC09W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MC09W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MC09W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MC09W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MC09W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9XPM0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9XPM0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9XPM0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9XPM0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9XPM0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DKD50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DKD50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DKD50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DKD50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DKD50
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JJH3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JJH3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JJH3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JJH3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JJH3G


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7530 

BIOS 
Versions 
prior to 
1.29.0 

Versions 
1.29.0 or 

later 
01/17/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7640 

BIOS 
Versions 
prior to 
1.20.1 

Versions 
1.20.1 or 

later 
01/20/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
7650 

BIOS 
Versions 
prior to 
1.11.1 

Versions 
1.11.1 or 

later 
01/21/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
9330 

BIOS 
Versions 
prior to 
1.26.1 

Versions 
1.26.1 or 

later 
01/17/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
9410 

BIOS 
Versions 
prior to 
1.34.0 

Versions 
1.34.0 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
9420 

BIOS 
Versions 
prior to 
1.35.0 

Versions 
1.35.0 or 

later 
12/18/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
9430 

BIOS 
Versions 
prior to 
1.29.0 

Versions 
1.29.0 or 

later 
01/20/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
9440 2-in-1 

BIOS 
Versions 
prior to 
1.17.1 

Versions 
1.17.1 or 

later 
01/21/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M92T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M92T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M92T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M92T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M92T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1FK4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1FK4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1FK4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1FK4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1FK4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MC09W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MC09W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MC09W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MC09W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MC09W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P5V08
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P5V08
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P5V08
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P5V08
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P5V08
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M3DP6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M3DP6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M3DP6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M3DP6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M3DP6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M3R73
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M3R73
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M3R73
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M3R73
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=M3R73
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K0N0W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K0N0W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K0N0W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K0N0W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K0N0W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=H42G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=H42G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=H42G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=H42G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=H42G7


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
9450 

BIOS 
Versions 
prior to 
1.10.1 

Versions 
1.10.1 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
9510 2in1 

BIOS 
Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
12/13/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Latitude 
9520 

BIOS 
Versions 
prior to 
1.36.0 

Versions 
1.36.0 or 

later 
12/18/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Latitude 
Rugged 
7220EX 

BIOS 
Versions 
prior to 
1.41.0 

Versions 
1.41.0 or 

later 
02/12/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

OptiPlex 
3000 Micro 
/ OptiPlex 
3000 Small 

Form 
Factor / 
OptiPlex 

3000 
Tower 

BIOS 
Versions 
prior to 
1.28.0 

Versions 
1.28.0 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

OptiPlex 
3000 Thin 

Client 
BIOS 

Versions 
prior to 
1.23.2 

Versions 
1.23.2 or 

later 
02/21/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

OptiPlex 
3050 All-In-

One 
BIOS 

Versions 
prior to 
1.35.0 

Versions 
1.35.0 or 

later 
12/10/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FFDK9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FFDK9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FFDK9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FFDK9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FFDK9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=48CPJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=48CPJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=48CPJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=48CPJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=48CPJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKT06
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKT06
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKT06
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKT06
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKT06
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YDN1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YDN1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YDN1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YDN1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YDN1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=25NR6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=25NR6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=25NR6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=25NR6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=25NR6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=50YYW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=50YYW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=50YYW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=50YYW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=50YYW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKCT8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKCT8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKCT8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKCT8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NKCT8


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

OptiPlex 
3070 

BIOS 
Versions 
prior to 
1.30.1 

Versions 
1.30.1 or 

later 
02/12/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

OptiPlex 
3080 

BIOS 
Versions 
prior to 
2.28.1 

Versions 
2.28.1 or 

later 
02/12/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

OptiPlex 
3090 

BIOS 
Versions 
prior to 
2.22.1 

Versions 
2.22.1 or 

later 
02/12/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

OptiPlex 
3090 Ultra 

BIOS 
Versions 
prior to 
1.32.0 

Versions 
1.32.0 or 

later 
12/13/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

OptiPlex 
3280 All-in-

One 
BIOS 

Versions 
prior to 
1.35.1 

Versions 
1.35.1 or 

later 
12/10/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

OptiPlex 
5000 Micro 
/ OptiPlex 
5000 Small 

Form 
Factor / 
OptiPlex 

5000 
Tower 

BIOS 
Versions 
prior to 
1.28.0 

Versions 
1.28.0 or 

later 
01/14/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

OptiPlex 
5070 

BIOS 
Versions 
prior to 
1.30.1 

Versions 
1.30.1 or 

later 
02/12/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MRGYC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MRGYC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MRGYC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MRGYC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MRGYC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KC1F4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KC1F4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KC1F4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KC1F4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KC1F4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCJ6N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCJ6N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCJ6N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCJ6N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCJ6N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HY27N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HY27N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HY27N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HY27N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HY27N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K0JFK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K0JFK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K0JFK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K0JFK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K0JFK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D25W6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D25W6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D25W6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D25W6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D25W6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JPXGT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JPXGT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JPXGT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JPXGT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JPXGT


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

OptiPlex 
5080 

BIOS 
Versions 
prior to 
1.28.1 

Versions 
1.28.1 or 

later 
02/12/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

OptiPlex 
5090 Micro 
/ OptiPlex 
5090 Small 

Form 
Factor / 
OptiPlex 

5090 
Tower 

BIOS 
Versions 
prior to 
1.30.0 

Versions 
1.30.0 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

OptiPlex 
5270 All-in-

One 
BIOS 

Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
12/10/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

OptiPlex 
5400 All-In-

One 
BIOS 

Versions 
prior to 
1.1.46 

Versions 
1.1.46 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

OptiPlex 
5480 All-in-

One 
BIOS 

Versions 
prior to 
1.36.1 

Versions 
1.36.1 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

OptiPlex 
5490 All-In-
One 

BIOS 
Versions 
prior to 
1.36.0 

Versions 
1.36.0 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=37Y9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=37Y9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=37Y9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=37Y9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=37Y9T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HV8J1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HV8J1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HV8J1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HV8J1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HV8J1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RG05G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RG05G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RG05G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RG05G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RG05G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R09TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R09TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R09TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R09TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R09TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XRRRG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XRRRG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XRRRG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XRRRG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XRRRG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6WWCH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6WWCH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6WWCH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6WWCH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6WWCH


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

OptiPlex 
7000 Micro 
/ OptiPlex 
7000 Small 

Form 
Factor / 
OptiPlex 

7000 
Tower / 
OptiPlex 
7000 XE 
Micro 

BIOS 
Versions 
prior to 
1.28.0 

Versions 
1.28.0 or 

later 
01/14/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

OptiPlex 
7070 

BIOS 
Versions 
prior to 
1.30.1 

Versions 
1.30.1 or 

later 
02/12/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

OptiPlex 
7070 Ultra 

BIOS 
Versions 
prior to 
1.28.1 

Versions 
1.28.1 or 

later 
02/12/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

Optiplex 
7071 

BIOS 
Versions 
prior to 
1.30.0 

Versions 
1.30.0 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

OptiPlex 
7080 

BIOS 
Versions 
prior to 
1.31.0 

Versions 
1.31.0 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

OptiPlex 
7090 

Tower 
BIOS 

Versions 
prior to 
1.31.0 

Versions 
1.31.0 or 

later 
01/23/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T176T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T176T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T176T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T176T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T176T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CWYXR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CWYXR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CWYXR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CWYXR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CWYXR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DYGVH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DYGVH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DYGVH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DYGVH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DYGVH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3KVH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3KVH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3KVH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3KVH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3KVH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KD9JJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KD9JJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KD9JJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KD9JJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KD9JJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JTXR5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JTXR5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JTXR5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JTXR5
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JTXR5


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

OptiPlex 
7090 Ultra 

BIOS 
Versions 
prior to 
1.32.0 

Versions 
1.32.0 or 

later 
12/18/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

OptiPlex 
7400 All-In-

One 
BIOS 

Versions 
prior to 
1.1.46 

Versions 
1.1.46 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

OptiPlex 
7470 All-in-

One 
BIOS 

Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
12/10/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

OptiPlex 
7480 All-in-

One 
BIOS 

Versions 
prior to 
1.36.1 

Versions 
1.36.1 or 

later 
12/10/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

OptiPlex 
7490 All-In-

One 
BIOS 

Versions 
prior to 
1.36.0 

Versions 
1.36.0 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

OptiPlex 
7770 All-in-

One 
BIOS 

Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
12/10/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

OptiPlex 
7780 All-in-

One 
BIOS 

Versions 
prior to 
1.36.1 

Versions 
1.36.1 or 

later 
12/10/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

OptiPlex 
AIO 7420 

BIOS 
Versions 
prior to 
1.12.1 

Versions 
1.12.1 or 

later 
01/10/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N4N91
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N4N91
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N4N91
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N4N91
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N4N91
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R09TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R09TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R09TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R09TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R09TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VVK7F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VVK7F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VVK7F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VVK7F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VVK7F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5YDH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5YDH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5YDH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5YDH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5YDH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DJX27
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DJX27
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DJX27
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DJX27
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=DJX27
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VVK7F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VVK7F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VVK7F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VVK7F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VVK7F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5YDH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5YDH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5YDH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5YDH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5YDH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=35P3K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=35P3K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=35P3K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=35P3K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=35P3K


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

OptiPlex 
All-in-One 

7410 
BIOS 

Versions 
prior to 
1.22.0 

Versions 
1.22.0 or 

later 
01/10/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

OptiPlex 
Micro 7010 
/ OptiPlex 
Micro Plus 

7010 

BIOS 
Versions 
prior to 
1.22.0 

Versions 
1.22.0 or 

later 
01/14/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

OptiPlex 
Micro 7020 

BIOS 
Versions 
prior to 
1.12.0 

Versions 
1.12.0 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

OptiPlex 
SFF 7020 

BIOS 
Versions 
prior to 
1.12.0 

Versions 
1.12.0 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

OptiPlex 
Small Form 

Factor 
7010 / 

OptiPlex 
Small Form 
Factor Plus 

7010 

BIOS 
Versions 
prior to 
1.22.0 

Versions 
1.22.0 or 

later 
01/14/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

OptiPlex 
Tower 
7010 / 

OptiPlex 
Tower Plus 

7010 

BIOS 
Versions 
prior to 
1.22.0 

Versions 
1.22.0 or 

later 
01/14/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JH9VP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JH9VP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JH9VP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JH9VP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JH9VP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PRC13
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PRC13
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PRC13
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PRC13
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PRC13
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V691N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V691N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V691N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V691N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V691N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V691N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V691N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V691N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V691N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V691N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PRC13
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PRC13
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PRC13
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PRC13
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PRC13
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PRC13
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PRC13
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PRC13
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PRC13
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PRC13


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

OptiPlex 
Tower 
7020 

BIOS 
Versions 
prior to 
1.12.0 

Versions 
1.12.0 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

OptiPlex 
XE3 

BIOS 
Versions 
prior to 
1.33.0 

Versions 
1.33.0 or 

later 
02/12/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

OptiPlex 
XE4 SFF 

BIOS 
Versions 
prior to 
1.28.0 

Versions 
1.28.0 or 

later 
01/14/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

OptiPlex 
XE4 Tower 

BIOS 
Versions 
prior to 
1.28.0 

Versions 
1.28.0 or 

later 
01/14/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
3240 

Compact 
BIOS 

Versions 
prior to 
1.32.1 

Versions 
1.32.1 or 

later 
12/09/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Precision 
3260 XE 

Compact / 
Precision 

3260 
Compact 

BIOS 
Versions 
prior to 
3.12.0 

Versions 
3.12.0 or 

later 
01/10/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Precision 
3280 CFF 

BIOS 
Versions 
prior to 
1.10.0 

Versions 
1.10.0 or 

later 
01/10/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
3420 

Tower 
BIOS 

Versions 
prior to 
2.33.0 

Versions 
2.33.0 or 

later 
12/10/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V691N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V691N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V691N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V691N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V691N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FHDYX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FHDYX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FHDYX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FHDYX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FHDYX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GV690
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GV690
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GV690
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GV690
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GV690
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GV690
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GV690
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GV690
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GV690
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GV690
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7GVD9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7GVD9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7GVD9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7GVD9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7GVD9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YVW05
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YVW05
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YVW05
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YVW05
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YVW05
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G1MW3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G1MW3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G1MW3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G1MW3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=G1MW3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9CT32
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9CT32
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9CT32
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9CT32
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9CT32


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
3440 

BIOS 
Versions 
prior to 
1.31.0 

Versions 
1.31.0 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
3450 

BIOS 
Versions 
prior to 
1.31.0 

Versions 
1.31.0 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Precision 
3460 XE 

Small Form 
Factor / 

Precision 
3460 Small 

Form 
Factor 

BIOS 
Versions 
prior to 
3.12.0 

Versions 
3.12.0 or 

later 
01/10/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
3470 

BIOS 
Versions 
prior to 
1.28.0 

Versions 
1.28.0 or 

later 
01/20/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
3480 

BIOS 
Versions 
prior to 
1.20.2 

Versions 
1.20.2 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
3490 

BIOS 
Versions 
prior to 
1.12.2 

Versions 
1.12.2 or 

later 
01/17/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
3530 

BIOS 
Versions 
prior to 
1.36.0 

Versions 
1.36.0 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X4DD7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X4DD7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X4DD7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X4DD7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X4DD7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7NK58
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7NK58
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7NK58
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7NK58
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7NK58
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YVW05
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YVW05
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YVW05
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YVW05
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YVW05
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W6FWT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W6FWT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W6FWT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W6FWT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W6FWT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=H6X3D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=H6X3D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=H6X3D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=H6X3D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=H6X3D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CJ1P4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CJ1P4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CJ1P4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CJ1P4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CJ1P4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1TJ1G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1TJ1G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1TJ1G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1TJ1G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1TJ1G


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
3540 

BIOS 
Versions 
prior to 
1.35.0 

Versions 
1.35.0 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
3541 

BIOS 
Versions 
prior to 
1.36.0 

Versions 
1.36.0 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
3550 

BIOS 
Versions 
prior to 
1.33.0 

Versions 
1.33.0 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
3551 

BIOS 
Versions 
prior to 
1.34.0 

Versions 
1.34.0 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
3560 

BIOS 
Versions 
prior to 
1.41.0 

Versions 
1.41.0 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
3561 

BIOS 
Versions 
prior to 
1.34.0 

Versions 
1.34.0 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
3570 

BIOS 
Versions 
prior to 
1.27.0 

Versions 
1.27.0 or 

later 
01/14/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
3571 

BIOS 
Versions 
prior to 
1.28.0 

Versions 
1.28.0 or 

later 
01/14/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J0C7F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J0C7F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J0C7F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J0C7F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=J0C7F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3TGCP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3TGCP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3TGCP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3TGCP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3TGCP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4MXDK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4MXDK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4MXDK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4MXDK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4MXDK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C0R69
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C0R69
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C0R69
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C0R69
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C0R69
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3M6T9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3M6T9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3M6T9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3M6T9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3M6T9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9H7Y6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9H7Y6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9H7Y6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9H7Y6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=9H7Y6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7T0T7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7T0T7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7T0T7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7T0T7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7T0T7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=382XM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=382XM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=382XM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=382XM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=382XM


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
3580 

BIOS 
Versions 
prior to 
1.19.2 

Versions 
1.19.2 or 

later 
01/14/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
3581 

BIOS 
Versions 
prior to 
1.19.2 

Versions 
1.19.2 or 

later 
01/14/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
3590 

BIOS 
Versions 
prior to 
1.12.1 

Versions 
1.12.1 or 

later 
01/14/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
3591 

BIOS 
Versions 
prior to 
1.12.1 

Versions 
1.12.1 or 

later 
01/14/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
3620 

Tower 
BIOS 

Versions 
prior to 
2.33.0 

Versions 
2.33.0 or 

later 
12/16/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
3640 

BIOS 
Versions 
prior to 
1.36.1 

Versions 
1.36.1 or 

later 
12/10/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
3650 

Tower 
BIOS 

Versions 
prior to 
1.37.0 

Versions 
1.37.0 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Precision 
3660 

BIOS 
Versions 
prior to 
2.22.0 

Versions 
2.22.0 or 

later 
01/10/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7MJ2P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7MJ2P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7MJ2P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7MJ2P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7MJ2P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K9XKD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K9XKD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K9XKD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K9XKD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=K9XKD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C08RD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C08RD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C08RD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C08RD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C08RD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C08RD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C08RD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C08RD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C08RD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C08RD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWN21
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWN21
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWN21
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWN21
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWN21
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1MR2D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1MR2D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1MR2D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1MR2D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1MR2D
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=73HHK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=73HHK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=73HHK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=73HHK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=73HHK
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NV8KG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NV8KG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NV8KG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NV8KG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NV8KG


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Precision 
3680 

Tower 
BIOS 

Versions 
prior to 
1.11.1 

Versions 
1.11.1 or 

later 
01/09/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
3930 Rack 

BIOS 
Versions 
prior to 
2.34.0 

Versions 
2.34.0 or 

later 
12/09/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
5470 

BIOS 
Versions 
prior to 
1.28.0 

Versions 
1.28.0 or 

later 
01/17/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
5480 

BIOS 
Versions 
prior to 
1.17.1 

Versions 
1.17.1 or 

later 
01/23/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
5490 

BIOS 
Versions 
prior to 
1.10.1 

Versions 
1.10.1 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
5530 

BIOS 
Versions 
prior to 
1.41.0 

Versions 
1.41.0 or 

later 
12/16/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
5530 2-In-1 

BIOS 
Versions 
prior to 
1.34.8 

Versions 
1.34.8 or 

later 
12/16/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
5540 

BIOS 
Versions 
prior to 
1.33.0 

Versions 
1.33.0 or 

later 
12/25/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C2VCW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C2VCW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C2VCW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C2VCW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C2VCW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=421RV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=421RV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=421RV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=421RV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=421RV
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D99CT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D99CT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D99CT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D99CT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D99CT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2VR7N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2VR7N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2VR7N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2VR7N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2VR7N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HR73J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HR73J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HR73J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HR73J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HR73J
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=890FP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=890FP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=890FP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=890FP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=890FP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RJF41
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RJF41
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RJF41
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RJF41
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RJF41
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X7MJ6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X7MJ6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X7MJ6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X7MJ6
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X7MJ6


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
5550 

BIOS 
Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
12/18/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
5560 

BIOS 
Versions 
prior to 
1.34.0 

Versions 
1.34.0 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
5570 

BIOS 
Versions 
prior to 
1.29.0 

Versions 
1.29.0 or 

later 
01/20/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
5680 

BIOS 
Versions 
prior to 
1.17.0 

Versions 
1.17.0 or 

later 
01/21/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
5690 

BIOS 
Versions 
prior to 
1.10.0 

Versions 
1.10.0 or 

later 
02/12/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
5750 

BIOS 
Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
02/14/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
5760 

BIOS 
Versions 
prior to 
1.31.0 

Versions 
1.31.0 or 

later 
02/14/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
5770 

BIOS 
Versions 
prior to 
1.30.1 

Versions 
1.30.1 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GC5KH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GC5KH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GC5KH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GC5KH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GC5KH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64DGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64DGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64DGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64DGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=64DGJ
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V1X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V1X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V1X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V1X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V1X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=94FWW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=94FWW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=94FWW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=94FWW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=94FWW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W5H23
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W5H23
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W5H23
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W5H23
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=W5H23
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1P8G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1P8G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1P8G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1P8G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=1P8G7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R125T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R125T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R125T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R125T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R125T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KY0YM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KY0YM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KY0YM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KY0YM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KY0YM


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-31157, 
CVE-2024-38307, 
CVE-2024-39279, 
CVE-2024-26021, 
CVE-2024-28047, 
CVE-2024-36293, 
CVE-2025-2884 

Precision 
5860 

Tower 
BIOS 

Versions 
prior to 

2.6.1 

Versions 
2.6.1 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
7520 

BIOS 
Versions 
prior to 
1.39.0 

Versions 
1.39.0 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
7530 

BIOS 
Versions 
prior to 
1.38.0 

Versions 
1.38.0 or 

later 
12/20/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
7540 

BIOS 
Versions 
prior to 
1.37.0 

Versions 
1.37.0 or 

later 
12/20/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
7550 

BIOS 
Versions 
prior to 
1.36.0 

Versions 
1.36.0 or 

later 
12/20/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
7560 

BIOS 
Versions 
prior to 
1.36.0 

Versions 
1.36.0 or 

later 
12/20/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
7670 

BIOS 
Versions 
prior to 
1.27.0 

Versions 
1.27.0 or 

later 
01/20/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Precision 
7680 

BIOS 
Versions 
prior to 
1.19.2 

Versions 
1.19.2 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JVG4W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JVG4W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JVG4W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JVG4W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JVG4W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=14WXR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=14WXR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=14WXR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=14WXR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=14WXR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6N8Y9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6N8Y9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6N8Y9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6N8Y9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6N8Y9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CMYH7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CMYH7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CMYH7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CMYH7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CMYH7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YKW3X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YKW3X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YKW3X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YKW3X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YKW3X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R1DMC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R1DMC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R1DMC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R1DMC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R1DMC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T81J7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T81J7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T81J7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T81J7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T81J7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FCVK0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FCVK0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FCVK0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FCVK0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FCVK0


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
7720 

BIOS 
Versions 
prior to 
1.39.0 

Versions 
1.39.0 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
7730 

BIOS 
Versions 
prior to 
1.38.0 

Versions 
1.38.0 or 

later 
12/20/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884 

Precision 
7740 

BIOS 
Versions 
prior to 
1.37.0 

Versions 
1.37.0 or 

later 
12/20/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
7750 

BIOS 
Versions 
prior to 
1.36.0 

Versions 
1.36.0 or 

later 
12/20/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Precision 
7760 

BIOS 
Versions 
prior to 
1.36.0 

Versions 
1.36.0 or 

later 
12/20/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Precision 
7770 

BIOS 
Versions 
prior to 
1.27.0 

Versions 
1.27.0 or 

later 
01/20/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Precision 
7780 

BIOS 
Versions 
prior to 
1.19.2 

Versions 
1.19.2 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-31157, 
CVE-2024-38307, 
CVE-2024-39279, 
CVE-2024-26021, 
CVE-2024-28047, 
CVE-2024-36293, 
CVE-2025-2884 

Precision 
7960 

Tower 
BIOS 

Versions 
prior to 

2.6.1 

Versions 
2.6.1 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=14WXR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=14WXR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=14WXR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=14WXR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=14WXR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6N8Y9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6N8Y9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6N8Y9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6N8Y9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6N8Y9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CMYH7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CMYH7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CMYH7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CMYH7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CMYH7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YKW3X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YKW3X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YKW3X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YKW3X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=YKW3X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R1DMC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R1DMC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R1DMC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R1DMC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=R1DMC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T81J7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T81J7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T81J7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T81J7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T81J7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FCVK0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FCVK0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FCVK0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FCVK0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FCVK0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CWRDG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CWRDG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CWRDG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CWRDG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CWRDG


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Vostro 13 
5310 

BIOS 
Versions 
prior to 
2.31.0 

Versions 
2.31.0 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Vostro 14 
3420 

BIOS 
Versions 
prior to 
1.30.0 

Versions 
1.30.0 or 

later 
01/17/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Vostro 14 
3430 

BIOS 
Versions 
prior to 
1.17.1 

Versions 
1.17.1 or 

later 
02/17/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Vostro 14 
3440 

BIOS 
Versions 
prior to 
1.10.0 

Versions 
1.10.0 or 

later 
01/10/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Vostro 14 
5410 

BIOS 
Versions 
prior to 
2.30.0 

Versions 
2.30.0 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Vostro 15 
3510 

BIOS 
Versions 
prior to 
1.34.0 

Versions 
1.34.0 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Vostro 15 
3520 

BIOS 
Versions 
prior to 
1.30.0 

Versions 
1.30.0 or 

later 
01/17/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Vostro 15 
3530 

BIOS 
Versions 
prior to 
1.17.1 

Versions 
1.17.1 or 

later 
02/17/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8TY80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8TY80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8TY80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8TY80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=8TY80
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWT3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWT3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWT3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWT3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWT3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6663Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6663Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6663Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6663Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6663Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RC3T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RC3T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RC3T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RC3T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=RC3T1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T9DN3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T9DN3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T9DN3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T9DN3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T9DN3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWT3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWT3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWT3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWT3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWT3G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6663Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6663Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6663Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6663Y
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=6663Y


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Vostro 15 
5510 

BIOS 
Versions 
prior to 
2.30.0 

Versions 
2.30.0 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Vostro 15 
7510 

BIOS 
Versions 
prior to 
1.28.0 

Versions 
1.28.0 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Vostro 16 
5630 

BIOS 
Versions 
prior to 
1.19.0 

Versions 
1.19.0 or 

later 
01/09/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Vostro 16 
5640 

BIOS 
Versions 
prior to 

1.9.0 

Versions 
1.9.0 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Vostro 
3020 Small 

Desktop 
BIOS 

Versions 
prior to 
1.22.0 

Versions 
1.22.0 or 

later 
01/15/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Vostro 
3020 

Tower 
Desktop 

BIOS 
Versions 
prior to 
1.22.0 

Versions 
1.22.0 or 

later 
01/15/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Vostro 
3030 

BIOS 
Versions 
prior to 
1.12.0 

Versions 
1.12.0 or 

later 
01/15/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2024-39355, 
CVE-2025-2884 

Vostro 
3030S 

BIOS 
Versions 
prior to 
1.12.0 

Versions 
1.12.0 or 

later 
01/15/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3VRWN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HN7GG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HN7GG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HN7GG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HN7GG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HN7GG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MV6TX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=700J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=700J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=700J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=700J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=700J2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PMDVN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PMDVN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PMDVN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PMDVN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PMDVN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PMDVN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PMDVN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PMDVN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PMDVN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PMDVN
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F9KTD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F9KTD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F9KTD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F9KTD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F9KTD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F9KTD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F9KTD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F9KTD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F9KTD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F9KTD


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Vostro 
3400 

BIOS 
Versions 
prior to 
1.34.0 

Versions 
1.34.0 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Vostro 
3401 

BIOS 
Versions 
prior to 
1.34.0 

Versions 
1.34.0 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Vostro 
3500 

BIOS 
Versions 
prior to 
1.34.0 

Versions 
1.34.0 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Vostro 
3501 

BIOS 
Versions 
prior to 
1.34.0 

Versions 
1.34.0 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Vostro 
3681 

BIOS 
Versions 
prior to 
2.31.1 

Versions 
2.31.1 or 

later 
02/19/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

Vostro 
3690 

BIOS 
Versions 
prior to 
1.31.0 

Versions 
1.31.0 or 

later 
02/07/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Vostro 
3710 

BIOS 
Versions 
prior to 
1.28.0 

Versions 
1.28.0 or 

later 
01/09/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Vostro 
3881 

BIOS 
Versions 
prior to 
2.31.1 

Versions 
2.31.1 or 

later 
02/19/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9054
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=57X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=57X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=57X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=57X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=57X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JHRFW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JHRFW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JHRFW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JHRFW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JHRFW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4H8G4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4H8G4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4H8G4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4H8G4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4H8G4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=57X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=57X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=57X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=57X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=57X9G


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Vostro 
3888 

BIOS 
Versions 
prior to 
2.31.1 

Versions 
2.31.1 or 

later 
02/19/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

Vostro 
3890 

BIOS 
Versions 
prior to 
1.31.0 

Versions 
1.31.0 or 

later 
02/07/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Vostro 
3910 

BIOS 
Versions 
prior to 
1.28.0 

Versions 
1.28.0 or 

later 
01/09/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Vostro 
5301 

BIOS 
Versions 
prior to 
1.36.1 

Versions 
1.36.1 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Vostro 
5320 

BIOS 
Versions 
prior to 
1.23.0 

Versions 
1.23.0 or 

later 
01/16/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Vostro 
5402 

BIOS 
Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

Vostro 
5502 

BIOS 
Versions 
prior to 
1.33.1 

Versions 
1.33.1 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Vostro 
5620 

BIOS 
Versions 
prior to 
1.26.0 

Versions 
1.26.0 or 

later 
01/10/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=57X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=57X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=57X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=57X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=57X9G
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JHRFW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JHRFW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JHRFW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JHRFW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=JHRFW
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4H8G4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4H8G4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4H8G4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4H8G4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=4H8G4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WWJN0
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=39RT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=39RT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=39RT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=39RT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=39RT2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=613F9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6WM3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6WM3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6WM3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6WM3
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=D6WM3


 

Internal Use - Confidential 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Vostro 
5880 

BIOS 
Versions 
prior to 
1.31.0 

Versions 
1.31.0 or 

later 
12/12/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2024-36293, 
CVE-2025-2884, 
CVE-2024-28956 

Vostro 
5890 

BIOS 
Versions 
prior to 
1.31.0 

Versions 
1.31.0 or 

later 
01/27/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

Vostro 
7500 

BIOS 
Versions 
prior to 
1.31.1 

Versions 
1.31.1 or 

later 
12/11/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

Vostro 
7620 

BIOS 
Versions 
prior to 
1.27.0 

Versions 
1.27.0 or 

later 
01/15/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2023-43758, 
CVE-2024-29214, 
CVE-2024-30211, 
CVE-2024-38307, 
CVE-2023-34440, 
CVE-2024-26021, 
CVE-2025-2884 

Wyse 5070 BIOS 
Versions 
prior to 
1.34.0 

Versions 
1.34.0 or 

later 
02/13/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2023-43758, 
CVE-2024-29214, 
CVE-2024-30211, 
CVE-2024-38307, 
CVE-2023-34440, 
CVE-2024-26021, 
CVE-2025-2884 

Wyse 5470 BIOS 
Versions 
prior to 
1.28.0 

Versions 
1.28.0 or 

later 
02/13/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2023-43758, 
CVE-2024-29214, 
CVE-2024-30211, 
CVE-2024-38307, 
CVE-2023-34440, 
CVE-2024-26021, 
CVE-2025-2884 

Wyse 5470 
All-In-One 

BIOS 
Versions 
prior to 
1.29.0 

Versions 
1.29.0 or 

later 
02/13/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N40WD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N40WD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N40WD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N40WD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N40WD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PKY64
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PKY64
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PKY64
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PKY64
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=PKY64
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N69RM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N69RM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N69RM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N69RM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N69RM
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XV2NC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XV2NC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XV2NC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XV2NC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XV2NC
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P2K6T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P2K6T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P2K6T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P2K6T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P2K6T
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3CKR8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3CKR8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3CKR8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3CKR8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3CKR8
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YPTT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YPTT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YPTT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YPTT
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YPTT
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CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

XPS 13 
9305 

BIOS 
Versions 
prior to 
1.26.1 

Versions 
1.26.1 or 

later 
12/13/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

XPS 13 
7390 

BIOS 
Versions 
prior to 
1.28.1 

Versions 
1.28.1 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

XPS 13 
7390 2-in-1 

BIOS 
Versions 
prior to 
1.34.1 

Versions 
1.34.1 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884 

XPS 13 
9300 

BIOS 
Versions 
prior to 
1.27.1 

Versions 
1.27.1 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

XPS 13 
9310 

BIOS 
Versions 
prior to 
3.27.1 

Versions 
3.27.1 or 

later 
12/16/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-26021, 
CVE-2025-2884, 
CVE-2024-28956 

XPS 13 
9310 2-in-1 

BIOS 
Versions 
prior to 
2.29.1 

Versions 
2.29.1 or 

later 
12/17/2024 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

XPS 13 
9315 

BIOS 
Versions 
prior to 
1.26.0 

Versions 
1.26.0 or 

later 
01/10/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

XPS 13 
9340 

BIOS 
Versions 
prior to 
1.13.0 

Versions 
1.13.0 or 

later 
02/12/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

CVE-2024-30211, 
CVE-2024-38307, 
CVE-2024-24582, 
CVE-2024-26021, 
CVE-2025-2884 

XPS 13 Plus 
9320 

BIOS 
Versions 
prior to 
2.18.1 

Versions 
2.18.1 or 

later 
01/21/2025 

Go to the 
Drivers & 

Downloads 
site for 

updates 

https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C0XND
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C0XND
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C0XND
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C0XND
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=C0XND
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YDM2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YDM2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YDM2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YDM2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2YDM2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V1GTD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V1GTD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V1GTD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V1GTD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V1GTD
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=CK6PT
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=3HD3D
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VKFY7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VKFY7
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=P1V4V
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GFR74
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GFR74
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GFR74
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GFR74
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=GFR74
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