Softwar

Release

. Affected | Remediated Date .
CVEs Addressed Product ev/v I;l::'n Version Version (MM/DD/Y Link
YYY)

CVE-2024-30211, Gotothe
CVE-2024-38307, Alienware Versions Versions Drivers &
CVE-2024-26021, Area 51m BIOS prior to 1.30.0 or 12/09/2024 | Downloads
CVE-2025-2884, R2 1.30.0 later site for
CVE-2024-28956 updates

Gotothe
CVE-2024-30211, Alienware Versions Versions Drivers &
CVE-2024-38307, Aurora R12 BIOS prior to 1.1.28 or 12/10/2024 | Downloads
CVE-2024-26021, 1.1.28 later site for
CVE-2025-2884 updates
CVE-2024-30211, Gotothe
CVE-2024-38307, Alienware Versions Versions Drivers &
CVE-2024-24582, Aurora R13 BIOS prior to 1.23.00or 01/10/2025 | Downloads
CVE-2024-26021, 1.23.0 later site for
CVE-2025-2884 updates
CVE-2024-30211, Gotothe
CVE-2024-38307, . Versions Versions Drivers &
CVE-2024-24582, | Alienware | gy | iorys | 11800r | 01/09/2025 | Downloads
CVE-2024-26021, | AuroraR1> 1.18.0 later site for
CVE-2024-39355, updates
CVE-2025-2884

Go tothe
CVE-2024-30211, Alienware Versions Versions Drivers &
CVE-2024-38307, m15 R3 BIOS prior to 1.30.0 or 12/12/2024 | Downloads
CVE-2024-26021, 1.30.0 later site for
CVE-2025-2884 updates
CVE-2024-30211, Gotothe
CVE-2024-38307, Alienware Versions Versions Drivers &
CVE-2024-26021, m15 Rd BIOS prior to 1.26.0 or 12/05/2024 | Downloads
CVE-2025-2884, 1.26.0 later site for
CVE-2024-28956 updates
CVE-2024-30211, Gotothe
CVE-2024-38307, Alienware Versions Versions Drivers &
CVE-2024-26021, m15 R6 BIOS prior to 1.34.0or 12/10/2024 | Downloads
CVE-2025-2884, 1.34.0 later site for
CVE-2024-28956 updates
CVE-2024-30211, Gotothe
CVE-2024-38307, Alienware Versions Versions Drivers &
CVE-2024-24582, m15 R7 BIOS prior to 1.30.0 or | 01/15/2025 | Downloads
CVE-2024-26021, 1.30.0 later site for
CVE-2025-2884 updates

Internal Use - Confidential



https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FY37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FY37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FY37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FY37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FY37K
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=86MCG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=86MCG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=86MCG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=86MCG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=86MCG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=77YH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=77YH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=77YH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=77YH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=77YH2
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FXXTY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FXXTY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FXXTY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FXXTY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=FXXTY
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5VY56
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5VY56
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5VY56
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5VY56
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=5VY56
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WG5KH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WG5KH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WG5KH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WG5KH
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=WG5KH

CVE-2024-30211,

Gotothe
CVE-2024-38307, Alienware Versions Versions Drivers &
CVE-2024-24582, 16 A1 BIOS | priorto | 1.24.00r | 01/13/2025 | Downloads
gﬁ'ﬁgﬁiiggﬁé’ 1.24.0 later site for
B B ’ updates
CVE-2025-2884
CVE-2024-30211, Gotothe
CVE-2024-38307 . Versions Versions Drivers &
’ Alienware .
CVE-2024-24582, 16 R2 BIOS prior to 1.9.0 or 01/09/2025 | Downloads
CVE-2024-26021, 1.9.0 later site for
CVE-2025-2884 updates
CVE-2024-30211, Gotothe
CVE-2024-38307 . Versions Versions Drivers &
’ Alienware .
CVE-2024-26021 BIOS prior to 1.30.0 or 12/12/2024 | Downloads
’ m17 R3 .
CVE-2025-2884, 1.30.0 later site for
CVE-2024-28956 updates
CVE-2024-30211, Gotothe
CVE-2024-38307, Alienware Versions Versions Drivers &
CVE-2024-26021, m17 RA BIOS prior to 1.26.0 or 12/05/2024 | Downloads
CVE-2025-2884, 1.26.0 later site for
CVE-2024-28956 updates
CVE-2024-30211, Go to the
CVE-2024-38307, Alienware Versions Versions Drivers &
CVE-2024-24582, i8Rl BIOS | priorto | 1.24.00r | 01/13/2025 | Downloads
CVE-2024-26021, 1.24.0 later site for
CVE-2024-39355, updates
CVE-2025-2884
CVE-2024-30211, Go to the
CVE-2024-38307, Alienware Versions Versions Drivers &
CVE-2024-24582, 8 R BIOS | priorto | 1.11.00r | 01/15/2025 | Downloads
gﬁ'igﬁﬁggﬁé’ 1.11.0 later site for
) ) ’ updates
CVE-2025-2884
CVE-2024-30211, Gotothe
CVE-2024-38307 . Versions Versions Drivers &
’ Alienware .
CVE-2024-24582, 14 BIOS prior to 1.23.00r 01/16/2025 | Downloads
CVE-2024-26021, 1.23.0 later site for
CVE-2025-2884 updates
CVE-2024-30211, Gotothe
CVE-2024-38307, Alienware Versions Versions Drivers &
CVE-2024-24582, 14 R2 BIOS prior to 1.20.1or | 01/21/2025 | Downloads
CVE-2024-26021, 1.20.1 later site for
CVE-2025-2884 updates

Internal Use - Confidential



https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F7N4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F7N4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F7N4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F7N4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F7N4N
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VJ7Y7
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=X9FCR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=V9PJX
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=42HJ4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=42HJ4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=42HJ4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=42HJ4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=42HJ4
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XG55P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XG55P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XG55P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XG55P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XG55P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P

CVE-2024-30211,

Go tothe

CVE-2024-38307 . Versions Versions Drivers &

’ Alienware .
CVE-2024-26021, «15 R1 BIOS prior to 1.25.0 or 12/10/2024 | Downloads
CVE-2025-2884, 1.25.0 later site for
CVE-2024-28956 updates
CVE-2024-30211, Gotothe
CVE-2024-38307 . Versions Versions Drivers &

’ Alienware .
CVE-2024-24582, <15 R2 BIOS prior to 1.24.0or 01/13/2025 | Downloads
CVE-2024-26021, 1.24.0 later site for
CVE-2025-2884 updates
CVE-2024-30211, Gotothe
CVE-2024-38307 . Versions Versions Drivers &

’ Alienware .
CVE-2024-24582, 16 R1 BIOS prior to 1.20.1 or 01/21/2025 | Downloads
CVE-2024-26021, 1.20.1 later site for
CVE-2025-2884 updates
CVE-2024-30211, Gotothe
CVE-2024-38307, Alienware Versions Versions Drivers &
CVE-2024-24582, 16 R2 BIOS prior to 1.9.0 or 01/15/2025 | Downloads
CVE-2024-26021, 1.9.0 later site for
CVE-2025-2884 updates
CVE-2024-30211, Gotothe
CVE-2024-38307, Alienware Versions Versions Drivers &
CVE-2024-26021, 17 R1. BIOS prior to 1.25.00r 12/10/2024 | Downloads
CVE-2025-2884, 1.25.0 later site for
CVE-2024-28956 updates
CVE-2024-30211, Gotothe
CVE-2024-38307, Alienware Versions Versions Drivers &
CVE-2024-24582, <17 R2 BIOS prior to 1.24.0or 01/13/2025 | Downloads
CVE-2024-26021, 1.24.0 later site for
CVE-2025-2884 updates
CVE-2024-30211, Gotothe
gxg;gzjii:g; AURORA Versions Versions Drivers &
CVE—2024—26021’ R16 BIOS prior to 2.14.0 or 01/10/2025 | Downloads
CVE—2024—39355’ 2.14.0 later site for
CVE-2025-2884 Updates
CVE-2024-30211, Go to the
CVE-2024-38307, ChengMing Ve'rsions Versions Drivers &
CVE-2024-24582, 3900 BIOS prior to 1.28.0or 01/10/2025 | Downloads
CVE-2024-26021, 1.28.0 later site for
CVE-2025-2884 updates

Internal Use - Confidential



https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=12G4P
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWHN9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWHN9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWHN9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWHN9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MWHN9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HCY88
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=16V8C
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KTW6H
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KTW6H
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KTW6H
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KTW6H
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KTW6H
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KX3Y1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KX3Y1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KX3Y1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KX3Y1
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=KX3Y1

CVE-2024-30211,

Go tothe
CVE-2024-38307, . Versions Versions Drivers &
CVE-2024-24582, ggigggﬂg'flg BIOS | priorto | 1.22.00r | 01/15/2025 | Downloads
CVE-2024-26021, / 1.22.0 later site for
CVE-2024-39355, updates
CVE-2025-2884
CVE-2024-30211, Gotothe
CVE-2024-38307, ChengMing Verswns Versions Drivers &
CVE-2024-26021, 3990 BIOS prior to 1.31.10r 02/19/2025 | Downloads
CVE-2025-2884, 1.311 later site for
CVE-2024-28956 updates
CVE-2024-30211, Gotothe
CVE-2024-38307, ChengMing Versmns Versions Drivers &
CVE-2024-26021, 3991 BIOS prior to 1.31.10r 02/19/2025 | Downloads
CVE-2025-2884, 1.31.1 later site for
CVE-2024-28956 updates
CVE-2024-30211, Gotothe
CVE-2024-38307, Dell G15 Versions Versions Drivers &
CVE-2024-26021, 5510 BIOS prior to 1.29.0 or 12/10/2024 | Downloads
CVE-2025-2884, 1.29.0 later site for
CVE-2024-28956 updates
CVE-2024-30211, Gotothe
CVE-2024-38307, Dell G15 Versions Versions Drivers &
CVE-2024-26021, 5511 BIOS prior to 1.33.00r 12/10/2024 | Downloads
CVE-2025-2884, 1.33.0 later site for
CVE-2024-28956 updates
CVE-2024-30211, Gotothe
CVE-2024-38307, Dell G15 Versions Versions Drivers &
CVE-2024-24582, 5590 BIOS prior to 1.30.0 or 01/16/2025 | Downloads
CVE-2024-26021, 1.30.0 later site for
CVE-2025-2884 updates
CVE-2024-30211, Goto the
CVE-2024-38307, Versions Versions Drivers &
CVE-2024-24582, | DellG13 g5 | oy | 12200r | 01/17/2025 | Downloads
CVE-2024-26021, >330 1.22.0 later site for
CVE-2024-39355, updates
CVE-2025-2884
CVE-2024-30211, Go to the
CVE-2024-38307, Dell G16 Versions Versions Drivers &
CVE-2024-24582, 7620 BIOS prior to 1.30.0 or 01/16/2025 | Downloads
CVE-2024-26021, 1.30.0 later site for
CVE-2025-2884 updates

Internal Use - Confidential



https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T3Y28
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T3Y28
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T3Y28
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T3Y28
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=T3Y28
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=HXH8W
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2RR23
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2RR23
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2RR23
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2RR23
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2RR23
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2Y5DP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2Y5DP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2Y5DP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2Y5DP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=2Y5DP
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N55NR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N55NR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N55NR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N55NR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=N55NR
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCKTG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCKTG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCKTG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCKTG
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=XCKTG
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