

ADMe - Avamar Data Migration Enabler 
Planning Questionnaire – Version-24 (April 19, 2023)
A completed questionnaire must be verified by a trained ADMe SME prior to committing to a final design.
Customer Name and Address:      

 FORMTEXT 

     

	
	Questions
	Response
	Comments

	1
	Is this related with converting from AER to ADMe?
	 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

Are there existing AER tapes which are to be preserved?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No 

Are recovery requirements from AER tapes on an as need basis or a mass recovery from all/many AER tapes?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
Is the existing AER server to be converted to a combined Networker/Staging server?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No 


	· An existing AER node can be converted to a combined Networker/Staging server for ADMe, but its H/W will be unsupported by Dell EMC
· Customer must provide any Windows OS, licensing and installation of same. 

· A converted AER provides ~18 TB’s of staging disk using Raid-0 or about 14TB using Raid-5 (may be insufficient for ADMe)
· If the AER is being retained for tape import purposes, the existing tape library can be partitioned to be used with ADMe
· ADMe can orchestrate recovery from an AER tape assuming required prereq’s are met s shown below and must be supplied by the customer
· A functional Networker instance
· a target Avamar GSAN at version 7.2 with enough capacity to hold the largest AER export 

· Recovery process is more involved than with AER directly, tapes must be scanned into Networker first which can be lengthy

· Customer must agree in writing or email confirmation of the above prereq’s as there’s no turning back if an AER node is converted 


	2
	What type of Avamar system will ADMe migration operations be performed from?
	 FORMCHECKBOX 
 From a Source GRID
 FORMCHECKBOX 
 From a Replication Target GRID

 FORMCHECKBOX 
 From a Source Single Node

 FORMCHECKBOX 
 From a Replication Target Single Node
 FORMCHECKBOX 
 AVE
 FORMCHECKBOX 
 IDPA

 FORMCHECKBOX 
 VDP (discontinued)
GRID Storage Node Count:      
Comments:      
	· ADMe supports all Avamar system types
· VDP support is discontinued
· IDPA is supported 

	3
	Indicate the approximate estimated source data size for each data type involved?
Identify the largest individual BU size and its Plug-IN involved in comment box?

For accurate data sizing a data collection script named dump_root_hash must be run using appropriate syntax. Script and syntax can be provided by Dell PS.
	 FORMDROPDOWN 
 File System
 FORMDROPDOWN 
 Data Base, VMimage, Exch
 FORMDROPDOWN 
 NDMP, Lotus Notes
 FORMDROPDOWN 
 Largest individual backup

Comments:      
	· any given staging disk must be large enough to hold the largest individual backup that will be staged to it
· From a practical perspective, multiple staging disks must be provided and sized to accommodate multiple client backups at a time ~5TB per disk is a suggested starting point
· If multiple staging disks are available on a given staging server, they can all be leveraged concurrently improving overall aggregate throughput
· Multiple staging servers can be used to improve aggregate throughput and/or to accommodate required OS compatibility such as Windows and Linux

	4
	What network topology is available from Avamar/ Data Domain to the staging server?
	 FORMCHECKBOX 
 Gig-E    FORMCHECKBOX 
 100 BaseT    FORMCHECKBOX 
 Other
 FORMCHECKBOX 
 10 Gig-E  FORMCHECKBOX 
 WAN
Comments:      
	· Gig-E or teamed Gig-E’s is required
· With DD, 10 GigE is possible to the staging server
· WAN’s are typically too slow

· 3 or more staging disk on a given staging server will require either teamed GigE’s or 10 GigE network connectivity


	5
	What’s the required frequency of data migration operations on a per client basis?  
One backup Monthly per client is the suggested migration frequency.

What’s the number of unique client names involved?
	 FORMDROPDOWN 
 All clients

 FORMDROPDOWN 
 Selected clients only
 FORMDROPDOWN 
 Database clients

 FORMDROPDOWN 
 NDMP clients

Comments:      
Number of Clients:      
	· With non-incremental staging expect end-to-end throughput anywhere from ~50-120GB/Hr per recovery thread
· With incremental staging expect an effective staging throughput anywhere from ~200-600 GB/Hr. per recovery thread
· Incremental is beneficial for file system or NDMP backup types only.  Do not incremental for any DB’s or VMimage backups. Incremental requires dedicated staging resources for the clients involved.
· If migrating from a GSAN to an Avamar/DD system it is not practical to act on each day’s backups, yearly’s or monthly tagged BU’s only are suggested


	6
	What Avamar Plug-IN types are involved, check all that apply?
Any plug-ins shown in RED require pre-approval
	 FORMCHECKBOX 
 File System    

 FORMCHECKBOX 
 Exch-DB legacy API

 FORMCHECKBOX 
 Exch 2007 & 2010 VSS (see notes)
 FORMCHECKBOX 
 Hyper-V VSS (see notes)
 FORMCHECKBOX 
 Lotus Notes

 FORMCHECKBOX 
 SharePoint VSS (see notes)
 FORMCHECKBOX 
 Oracle (see notes)
 FORMCHECKBOX 
 SAP (see notes)
 FORMCHECKBOX 
 SQL Server
 FORMCHECKBOX 
 SYBASE
 FORMCHECKBOX 
 NDMP Celerra
 FORMCHECKBOX 
 NDMP NetApp  (discontinued)
 FORMCHECKBOX 
 NDMP Isilon (Avamar 7.1 or later)
 FORMCHECKBOX 
 VM-Image

 FORMCHECKBOX 
 System State VSS (pax archive only)   
	· NDMP and Lotus Notes do not maintain ACL’s with a directed recovery used by ADMe
· ADMe Celerra/VNX cannot support Celerra Space-Reduced-Backup feature. This feature must be disabled, and a new Lvl-0 NDMP backup performed against the affected FS’s prior to staging them with ADMe. Historical backups performed with this feature enabled cannot be staged reliably.
· NetApp NDMP support is discontinued due to exceptionally slow performance and technical challenges when staging 
· For Exchange VSS support, two options are available.

1. the staging server has Exchange software with (mailbox role) installed on it allowing transaction logs to be replayed at staging time. An existing Exchange/DAG server in same active directory domain can be used.
2. A generic Windows staging server can also be used resulting in transaction logs being staged with the edb files. Transaction logs will not automatically be replayed at staging time. 
· For Hyper-V VSS support, two options are available.

1. staging server has Hyper-V server software installed on it and relies on Hyper-V VSS CLI to perform the recovery

2. A generic Windows staging server can be used relying avtar to recover as flat files 
· Oracle support pertains to Avamar scheduled RMAN backups only. It will require the migrated backup files be reimported to an Avamar system in order to make it usable and recoverable by Oracle due to RMAN dependencies involved with the Oracle SBT library.

· All VSS plug-ins supported require Avamar version 6.1 or higher
· All VSS plug-ins supported require their corresponding Avamar plug-in be installed on the staging server being used
· SHPT is recovered as a collection of flat files therefore not ideal for DR purposes.

· ADMe archive backups (PAX Files) are formatted like those created with AER. Data is rehydrated into an Avamar compatible PAX file on a Linux staging server only.

· ADMe archive theoretically can support any supported plug-in types


	7
	This section requires ADMe knowledge and not expected to be completed by a customer. 

Will multiple MCS threads per staging server be used?
This requires a procedural setup but will maximize the aggregate throughput of a given staging server.

Will SS’s be physical or virtual?
A physical server is required for Networker when tape drives are required, but other staging servers can be virtual. 


	 FORMDROPDOWN 
 Staging Server Count 
(determined by ADMe SME)
 FORMDROPDOWN 
 Staging Server Thread Count (Determined by ADMe SME)
 FORMCHECKBOX 
 SS be dedicated to ADMe

 FORMCHECKBOX 
 SS Not Dedicated to ADMe
 FORMCHECKBOX 
 Physical   FORMCHECKBOX 
 Virtual   FORMCHECKBOX 
 Both

Comments:      
This question requires input from an ADMe SME
	· ADMe can leverage multiple SS’s concurrently 
· ADMe can be configured to use concurrent MCS sessions per SS assuming enough CPU/Memory/Disk is available.

· Concurrency improves aggregate migration throughput but has no influence over a given threads performance
· Tape system storage nodes or media servers make ideal SS as they provide direct access to tape devices and eliminate the need for a second network hop during the migration process
· Unix/Linux based backups must be staged to a Unix/Linux OS of your choice Linux is preferred.

· Windows based backups must be staged to a Windows OS

· NDMP CIFS type shares should be staged to a Windows OS 

· NDMP NFS type shares should be staged to a Unix/Linux OS 

	8
	This question will require input from an ADMe SME

Planned staging disk capacity, check all that apply?

Your answers to Quest-3 above will influence the amount of required staging disk capacity specified here.

	 FORMDROPDOWN 
 Windows  
 FORMDROPDOWN 
 # Mapped Drives
 FORMDROPDOWN 
 Linux
 FORMDROPDOWN 
 # Mount Points
 FORMDROPDOWN 
 Unix
 FORMDROPDOWN 
 # Mount Points
 FORMDROPDOWN 
 Netware
 FORMDROPDOWN 
 # Mount Points

Comments: 

	· Multiple Unix/Linux mount points can be utilized concurrently improving aggregate throughput
· A staging drive letter on Windows must be dedicated to ADMe use only

· Staging disks must be presented as local to the SS or via iSCSI or NFS or USB
· CIFS is not fully supported
· Staging disk types can be local, Storage Arrays, JBOD, NAS or standalone USB disks
· RAID protection is not critical for staging disks as they’re not being used for data protection purposes 
· More staging disk improves the ADMe experience and improves its aggregate throughput due to increased concurrency


	9
	What Staging Server OS types will be used, check all that apply?
Refer to right side notes for clarifications.
	 FORMCHECKBOX 
 W2K8, 2012, 2016
 FORMCHECKBOX 
 Linux (Red-Hat, SuSE, MAC)

 FORMCHECKBOX 
 Unix (AIX, Solaris, HPUX)
Comments:      
Note: On a Windows staging server, short file names are required on Drv-C and/or Drv-D or wherever Avamar and/or Networker binaries are installed.
The presence of short names can be confirmed using dir /x command from the root of the drive letter involved.
When no short name support is available, a Windows junction can be established associating a short name to the current long name where either the Avamar or Tape application S/W resides. 
Sample syntax shown.
mklink /J  "D:\PROGRA~1" "D:\Program Files"
mklink /J  "D:\PROGRA~1\EMCNET~1" "D:\Program Files\EMC NetWorker"

	· When doing pax archive type migrations, a Linux staging server is required

· Windows data should be staged to a Windows SS to retain Windows specific file attributes, minimize the potential to exceed file path lengths and eliminate case sensitive challenges
· Unix and/or Linux data can typically be staged to a compatible OS such as Linux. Some exceptions exist, for example Solaris ZFS which offers extended file attributes.
· Unix/Linux is typically staged to a Linux OS to maintain standard file attributes and eliminate the potential for file name collisions resulting from case sensitivity issues if staged to Windows
· A prerequisite for any staging server is its OS must be a supported client version of both Avamar and the tape export application being used
· Windows security typically prevents staged data from being deleted reliably. ADMe relies on using a quick format call of the staging drive letter involved mandating staging drive letters be 100% dedicated to ADMe use only.
· When recovering a migrated backup from tape, the tape application governs what’s permitted with respect to cross platform restores. Any restrictions it may impose related with cross platform recoveries must be adhered to.  


	10
	What data migration strategies will be used? 
Check all that apply.
All large FS or NDMP backups ideally should be migrated using incremental staging. Incremental staging disk space requirements will increase as they must be dedicated to the incremental data involved but it does improve migration run times considerably.
If you have any large FS BU’s, please identify their sizes here.
	 FORMCHECKBOX 
 Non-Incremental (BYDATE)

 FORMCHECKBOX 
 Incremental (INCREMENTAL)
 FORMCHECKBOX 
 Archived Avamar (PAX file)
Comments:      
	· Only file system and NDMP data can benefit from incremental staging. All other plugin types will not therefore do not use it for these.
· Incremental staging requires one copy of a given clients backup data remain on the staging disk between migration sessions. ADMe does not automatically delete incrementally staged data.
· Incrementally staged data can be accessed directly from the SS using regular OS tools for recovery purposes
· Both incremental and non-incremental migrations can be performed to a given SS but not to the same drive letter on Windows. On Unix/Linux they can share a common file system
· Incremental staging is a prerequisite to leveraging incremental tape export backups to improve tape backup phase performance and reduce tape media consumption.
· The ability to leverage incremental tape backups is a function of the tape export application but is dependent on the data being staged incrementally
· Archived (PAX) backups must be staged to a Linux staging server and theoretically can support most Avamar plug-in types. Note, to make these exports intelligible and usable from tape they must be reimported back to an Avamar GSAN (not a DD) to make them usable.  The use of this method is discouraged due to its 100% dependency on the need for Avamar GSAN capacity when recovering from tape and concerns with long term supportability.


	11
	Which tape or export application software will be used, check all that apply?

Networker
Licensing Entitlements:

If a customer has not purchased DPS, but has purchased Avamar capacity licensing and Avamar Extended Retention, they are entitled to a NetWorker license for the purpose of implementing ADMe for purposes of Tapeout. 


	Data Migration Scenarios
 FORMCHECKBOX 
 Avamar-to-Avamar->DD  FORMDROPDOWN 
 Qty
 FORMCHECKBOX 
 Avamar-to-PPDM        FORMDROPDOWN 
 Qty
Avamar-to-Avamar or to PPDM is not a customer facing process, Dell PS is required to configure and monitor these type of migrations.

 FORMCHECKBOX 
 AER-Tape->Avamar/DD   FORMDROPDOWN 
 Qty
 FORMCHECKBOX 
 AER-Tape->Tape/DD     FORMDROPDOWN 
 Qty
Tape Applications Supported by ADMe
 FORMCHECKBOX 
 CA - ArcServe        FORMDROPDOWN 
 Qty
 FORMCHECKBOX 
 CV – CommVault       FORMDROPDOWN 
 Qty

 FORMCHECKBOX 
 HP – Data Protector  FORMDROPDOWN 
 Qty
 FORMCHECKBOX 
 Symantec NetBackup   FORMDROPDOWN 
 Qty
 FORMCHECKBOX 
 Symantec BU-Exec     FORMDROPDOWN 
 Qty

 FORMCHECKBOX 
 EMC Networker        FORMDROPDOWN 
 Qty
 FORMCHECKBOX 
 Dell NetVault        FORMDROPDOWN 
 Qty
 FORMCHECKBOX 
 IBM – TSM            FORMDROPDOWN 
 Qty
 FORMCHECKBOX 
 Other                FORMDROPDOWN 
 Qty
Comments:       
---------------------------------------------------------
To claim an entitlement to a NetWorker license, the account team or PM must follow these steps.

For an AER customer, locate the sales order (SO) which included Avamar Extended Retention.  It will be the SO containing one or more of the following model codes;

AVM1NMAFG4 AVAMAR GEN4 MEDIA ACCESS NODE
(FLD INST)

AVMMAFG4S    AVAMAR G4S MEDIA ACCESS FLD INST

AVMMAFG4ST  AVAMAR G4S MEDIA ACCESS FLD INST RR

456-107-182        AVAMAR D EXTENDED RETENTION=IA

456-110-074        AVAMAR E EXTENDED RETENTION=IA

456-103-913        AVAMAR EXTENDED RETENTION

If you have trouble finding the SO#, check in DPS SFDC or contact GRO for assistance.
1. Send an email to licensing@emc.com, Subject: “NetWorker license entitlement for AER to ADMe Implementation.”  In the body of the email request the NetWorker entitlement and state the SO# from step 1.  If you do not include the SO# the entitlement will not be granted.

2. Once the entitlement has been granted from  licensing, go to the ELMS Licensing Portal (https://licensing.emc.com/#/homepage) to activate the NetWorker license and provide that to the person performing the NetWorker implementation.
	· Avamar GSAN to Avamar/DD migration requires the source Avamar system be at version 7.x or its plugin modules are at version 7.0 or higher

· A supported tape application is one in which ADMe auto generates and initiates a suitable tape backup script
· ADMe can perform the staging phase only when required facilitating a normally scheduled tape backups being used to capture the staged data
· Non-supported tape applications can be considered for automation providing a suitable CLI for it exists
· ADMe can support the concept of both client or server-initiated tape backups. 
· Server initiated backups using Networker are recommended as it improves performance by leveraging Networker’s PSS feature 
· Currently CV – has full support for Linux SS but only partial support for a Windows SS due to the nature of its CLI
· Backend storage devices used by a tape application to store its backup data are transparent to ADMe. Any media type supported by a given tape application physical tape, virtual tape, Data Domain file shares, B2D or cloud targets can be used.


	12
	A usable Cloud Gateway is one providing a bridge between legacy disk storage to Object based storage.

ADMe can support direct migrations to Cloud storage by using one of the following listed GW’s.

Any similar 3rd party products may work but would be a user responsibility to verify. 
Identify the Cloud Provider involved. 


	Cloud Gateways
 FORMCHECKBOX 
 EMC CloudBoost (Supports Dedup)
Networker Instance Required
 FORMCHECKBOX 
 GeoDrive – ATMOS        FORMDROPDOWN 
 Qty

 FORMCHECKBOX 
 GeoDrive - EMC ECS      FORMDROPDOWN 
 Qty

 FORMCHECKBOX 
 TNT-Drive  S3/ECS       FORMDROPDOWN 
 Qty 
 FORMCHECKBOX 
 CloudBerry-DriveS3/ECS  FORMDROPDOWN 
 Qty   

The above GW’s do not support Dedup

Cloud Provider:

DELL EMC Object Storage: 

 FORMCHECKBOX 
 Atmos  FORMCHECKBOX 
 ECS 
Non-DELL EMC Object Storage Providers:
 FORMCHECKBOX 
 Amazon
 FORMCHECKBOX 
 Azure 
 FORMCHECKBOX 
 Other 
  FORMDROPDOWN 
 
  FORMDROPDOWN 
 


	· ADMe has been successfully tested with CloudBoost, Cloud Array, CIFS-ECS, Geodrive and TNT drive for its supported workflows

· The use of any non-DELL EMC Access Point, Gateway or provider are the sole responsibility of the user to obtain and verify their suitability.



	13
	Review the following pre-requisites to ensure your tape export environment is to accommodate ADMe.

Comments:      
	· A supported and operational Export/Tape Application is assumed and must be available.
· Recoveries of migrated backups from tape are governed by the tape application. Any restrictions it may impose related with cross platform restore must be adhered to.  
· Staging server(s) are operational and installed as a client to both Avamar and the export application involved

· When Networker is being used, the Networker FS agents (basic & extended) must be installed on Avamar utility node and its service started. 
· Staging file sytems are available and mounted as either local drives, iSCSI or NFS. CIFS is not suitable for ADMe unless that is the data’s final destination.
· You know which Avamar domain/client names are to be migrated to tape, their approximate sizes, Plug-IN types etc.
	· Customer is familiar with their export/tape application and configuration process
· For Cloud based migrations, customer must be familiar with their cloud solution and gateway capabilities being used.     


	Notes
	Appropriate policies must be pre-defined within the tape export application such as appropriate save sets, media pools, groups to sweep the staging disk locations involved.

Their establishment is the responsibility of the tape system administrator and will vary depending on tape backup application, client segregation with media pools and the retention periods to be applied. 
	The export/tape policy name is referenced from the ADMe client configuration file and is used to automatically initiate a tape backup directly of a staging disk content. 
Careful consideration should be given to data segregation on tape. Recovery of migrated data from tape is accomplished by choosing the staging server as the source client and its appropriate disk path where the migrated data was staged to. The structured directory established while the data was being staged effectively represents the metadata of the original Avamar backup clients involved. 

	ADMe maintains an audit trail of each migration session on a per client/backup basis useful in providing a quick confirmation of when and where a client’s data was migrated.
This can be useful in locating migrations over time as it’s feasible critical path components such as staging server, staging disk, or the tape backup server involved may have changed over time all of which would impact an operators ability to locate and retrieve migrated backups from tape. ADMe allows an operator to query the audit trail by client name and determine when & where to locate exported backup data.
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