Article Number: 000226011

DSA-2024-272: Security Update for Dell Client Platform for Intel® PROSet/Wireless WiFi and Intel®
Wireless Software Advisories

AFFECTED PRODUCTS AND REMEDIATION

Software/ Affected Remediated Release Date
CVEs Addressed Product Firmware Version Version (MM/DD/YYYY) Link
Intgl Killer Go to the
1\,;/;":)(;2; Versions prior Versions Drivers &
0/1675/1 | to 35.24.5437 35(;3?5?:?7 08/16/2024 %ﬁrds
650 Wi-Fi —_—
Driver updates
Killer
CVE-2024-23198,
CVE-2024-24984, BE1750/A
X1690/AX
CVE-2024-25563, 1675/AX1
CVE-2024-28049, Alienware 650 and
CVE-2024-33611, Area 51m R2 Intel
CVE-2024-33624, BE200/BE Go to the
CVE-2024-35245, 202/AX41 | Versions prior Versions Drivers &
CVE-2023-25563, 23.60.0.1 or 08/16/2024 Downloads
CVE-2024-23198 1/AX211/ | 10 23.60.0.1 later site for
AX210/AX -
201/AX20 Updates
0/9560/9
462/9260
Bluetooth
UWD
Driver
Int?l Killer Go to the
1\,;/;:;/'?2; Versions prior Versions Drivers &
0/1675/1 | to 35.24.5437 35(;3?5:37 08/21/2024 %
650 Wi-Fi —_—
Driver updates
CVE-2024-23198, Killer
CVE-2024-24984, BE1750/A
X1690/AX
CVE-2024-25563, 1675/AX1
CVE-2024-28049, Alienware 650 and
CVE-2024-33611, Aurora R10 Intel
CVE-2024-33624, BE200/BE Go to the
CVE-2024-35245, 202/AX41 | Versions prior Versions Drivers &
CVE-2023-25563, 23.60.0.1 or 08/21/2024 Downloads
CVE-2024-23198 /AX211/|  t023.60.0.1 later site for
AX210/AX —
201/AX20 updates
0/9560/9
462/9260
Bluetooth
UWD
Driver



https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
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Intel
BE202/BE
200/AX41
1/AX211/ Go to the
AX210/AX Versions prior Versions Drivers &
201/AX20 t6 23.60. 1.2 23.60.1.2 or 08/07/2024 Downloads
0/9560/9 U later site for
462/9260 updates
Wi-Fi
UWD
Driver
Intel Killer
CVE-2024-23198, Wire/less Versions E;(:Torzh&e
CVE-2024-24984, 1750/169 | Versions prior - .
CVE-2024-25563, 0/1675/1 | to 35.24.5437 35(;??5:37 08/07/2024 %Ifza:is
CVE-2024-28049, Alienware 650 Wi-Fi lTates
CVE-2024-33611, Aurora R12 Driver —
CVE-2024-33624, Killer
CVE-2024-35245, BE1750/A
CVE-2023-25563, X1690/AX
CVE-2024-23198 1675/AX1
650 and
Intel
BE200/BE . Eﬂ;ﬁllhg
202/AX41 | Versions prior 23\/2;53)25 08/07/2024 DDHLIrSiIL
1/AX211/ | t023.60.0.1 e or /07/ %
AX210/AX -
201/AX20 updates
0/9560/9
462/9260
Bluetooth
UWD
Driver
Intel
BE202/BE
200/AX41
1/AX211/ Go to the
CVE-2024-23198, AX210/AX . . Versions Drivers &
Versions prior -
CVE-2024-24984, 201/AX20 t6 23.60.1.2 23.60.1.2 or 08/16/2024 Downloads
CVE-2024-25563, 0/9560/9 U later site for
CVE-2024-28049, Alienware 462/'92‘60 updates
CVE-2024-33611, Aurora R13 Wi-Fi
CVE-2024-33624, UWD
CVE-2024-35245, Driver
CVE-2023-25563, Intel Killer
CVE-2024-23198 Wireless . Go.t—Othe
1750/163 | Versions prior 3;/(32':“5)2;7 08/16/2024 DML;S%
0/1675/1 | t035.24.5437 | 772 /16/ %
650 Wi-Fi -
updates

Driver



https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
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Killer
BE1750/A
X1690/AX
1675/AX1
650 and
Intel
BE200/BE . QE%BZIEQ
202/AX41 | Versions prior 2;/2658)25 08/16/2024 DD”L(S%
1/AX211/ | t023.60.0.1 e or %
AX210/AX -
201/AX20 updates
0/9560/9
462/9260
Bluetooth
UWD
Driver
Intel
BE202/BE
200/AX41
1/AX211/ Go to the
AX210/AX Versions prior Versions Drivers &
201/AX20 t6 23.60 1.2 23.60.1.2 or 08/09/2024 Downloads
0/9560/9 T later site for
462/9260 updates
Wi-Fi
UWD
Driver
Intel Killer
CVE-2024-23198, Wire/less Versions gcr)Torzh&e
CVE-2024-24984, 1750/169 | Versions prior -
CVE-2024-25563, 0/1675/1 | to 35.24.5437 356??;::37 08/09/2024 %ﬁ?ﬂs
CVE-2024-28049, Alienware 650 Wi-Fi lTates
CVE-2024-33611, Aurora R15 Driver Hpdates
CVE-2024-33624, Killer
CVE-2024-35245, BE1750/A
CVE-2023-25563, X1690/AX
CVE-2024-23198 1675/AX1
650 and
Intel
BE200/BE . EE%B;LDQ
202/AX41 | Versions prior 2;/25523025 08/09/2024 DD”L{“Z
1/AX211/ | t023.60.0.1 e or /05/ %
AX210/AX -
201/AX20 updates
0/9560/9
462/9260
Bluetooth
UwbD

Driver



https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
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Intel Killer

) Go to the
1\/;/;%9/"19259 Versions prior Versions Drivers &
0/1675/1 | to 35.24.5437 35(;3?5?2:’7 08/16/2024 —Dos‘i’:;"; ards
650 Wi-Fi -
Driver updates
Killer
CVE-2024-23198,
CVE-2024-24984, BEL750/A
X1690/AX
CVE-2024-25563, 1675/AX1
CVE-2024-28049, Alienware 650 and
CVE-2024-33611, m15 R4 Intel
CVE-2024-33624, BE200/BE Go to the
CVE-2024-35245, 202/AX41 | Versions prior Versions Drivers &
CVE-2023-25563, 23.60.0.1 or 08/16/2024 Downloads
CVE-2024-23198 1/AX211/ | 10 23.60.0.1 later site for
AX210/AX -
201/AX20 updates
0/9560/9
462/9260
Bluetooth
UwbD
Driver
Intgl Killer Go to the
1\/;/;‘;/"13259 Versions prior Versions Drivers &
0/1675/1 | to 35.24.5437 35(':?5?::’7 05/24/2024 %ﬁds
650 Wi-Fi -
Driver updates
CVE-2024-23198, Killer
CVE-2024-24984, BE1750/A
X1690/AX
CVE-2024-25563, 1675/AX1
CVE-2024-28049, Alienware 650 and
CVE-2024-33611, m15 R6 Intel
CVE-2024-33624, BE200/BE Go to the
CVE-2024-35245, 202/AX41 | Versions prior Versions Drivers &
CVE-2023-25563, 23.60.0.1 or 09/24/2024 Downloads
CVE-2024-23198 1/AX211/ | 1023.60.0.1 later site for
AX210/AX -
201/AX20 updates
0/9560/9
462/9260
Bluetooth
UWD
Driver
CVE-2024-23198, Intel
CVE-2024-24984, BE202/BE Go to the
CVE-2024-25563, Alienware 200/AX41 Versions prior Versions Drivers &
CVE-2024-28049, m15 R7 1/AX211/ t0 23.60 1.2 23.60.1.2 or 09/24/2024 Downloads
CVE-2024-33611, AX210/AX T later site for
CVE-2024-33624, 201/AX20 updates

CVE-2024-35245,

0/9560/9



https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
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CVE-2023-25563, 462/9260
CVE-2024-23198 Wi-Fi
UWD
Driver
Int(.el Killer Go to the
1\/;/;%9/"19259 Versions prior Versions Drivers &
0/1675/1 | to 35.24.5437 35(;3?5?2?7 09/24/2024 %ﬁfs
650 Wi-Fi -
Driver updates
Killer
BE1750/A
X1690/AX
1675/AX1
650 and
Intel
BE200/BE . gﬁ%ﬁlﬁhﬁ
202/AX41 | Versions prior 2;/2652?25 09/24/2024 DDnLlrsi‘
1/AX211/ | t023.60.0.1 e or /24/ %
AX210/AX -
201/AX20 updates
0/9560/9
462/9260
Bluetooth
UWD
Driver
Intel Killer
1750/169 . gﬁ;gzlhg
0/1675/1 | Versions prior Versions Drivers &
650 WiFi | to 35245437 | 30245437 | 09/06/2024 | Downloads
or later site for
Controller =
Driver updates
Killer
CVE-2024-24984, BE1750/A
X1690/AX
CVE-2024-25563,
CVE-2024-28049, Alienware 1675/A);1
CVE-2024-33611, | m15 Ryzen 65I:taeT
CVE-2024-33624, Edition R5 BE200/BE Go to the
CVE-2024-35245, 202/AX41 | Versions prior Versions Drivers &
CVE-2024-23198 1/AX211/ t6 23.60.0.1 23.?;){2."1 or 09/06/2024 Dz:gl%ids
AX210/AX -
201/AX20 undates
0/9560/9
462/9260
Bluetooth
UwbD

Driver



https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NMN3X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NMN3X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NMN3X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NMN3X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=NMN3X
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
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Intt.el Killer Go to the
1\/;/;%9/"19259 Versions prior Versions Drivers &
0/1675/1 | to 35.24.5437 35(;3?5?2:’7 08/14/2024 —D‘;‘i’;’;"; ards
650 Wi-Fi -
Driver updates
Killer
CVE-2024-23198,
CVE-2024-24984, BEL750/A
X1690/AX
CVE-2024-25563, 1675/AX1
CVE-2024-28049, Alienware 650 and
CVE-2024-33611, m16 R1 Intel
CVE-2024-33624, BE200/BE Go to the
CVE-2024-35245, 202/AX41 | Versions prior Versions Drivers &
CVE-2023-25563, 23.60.0.1 or 08/14/2024 Downloads
CVE-2024-23198 1/AX211/ | 10 23.60.0.1 later site for
AX210/AX -
201/AX20 updates
0/9560/9
462/9260
Bluetooth
UwbD
Driver
Intel
BE202/BE
200/AX41
1/AX211/ Go to the
AX210/AX Versions prior Versions Drivers &
201/AX20 t6 23.60.1.2 23.60.1.2 or 08/13/2024 Downloads
0/9560/9 T later site for
462/9260 updates
Wi-Fi
UWD
CVE-2024-23198, Driver
CVE-2024-24984, Intel Killer Go to the
CVE-2024-25563, Wire/less Versions m
CVE-2024-28049, . 1750/169 | Versions prior -
CVE-2024-33611, A:]elng":;e 0/1675/1 | to 35.24.5437 35(;??;:’:5’7 08/13/2024 %‘;’:‘r‘js
CVE-2024-33624, 650 Wi-Fi -
CVE-2024-35245, Driver updates
CVE-2023-25563, Killer
CVE-2024-23198 BE1750/A
X1690/AX
1675/AX1 Go to the
650 and . -
Intel | Versions prior 23V ZBSIC()) 25 08/13/2024 DML;S%
BE200/BE | t023.60.0.1 e or /13/ %
202/AX41 .
1/AX211/ updates
AX210/AX
201/AX20

0/9560/9



https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=VRP3F
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=F6JF9
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=MM8RF
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462/9260
Bluetooth
UWD
Driver
Intgl Killer Go to the
1\/;/;%9/"19259 Versions prior Versions Drivers &
0/1675/1 | to 35.24.5437 35(;3?5?2:’7 08/16/2024 —Dos‘.l’:;"f‘; ards
650 Wi-Fi .
Driver updates
Killer
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